Uma Ferramenta Essencial !
Prof. Fred Sauer, D.Sc.
fsauer@gmail.com


http://www.wireshark.org/

Quem é WireShark?

» Packet sniffer/protocol analyzer
* Ferramenta de Rede de codigo aberto
* Evolucao do Ethereal
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Instalacdo



5
k() - WinPcap 4.0 Installer
ln caP Welcome to the WinPcap 4.0 Installation Wizard

=
This product is brought to you by
CACE
TECHNOLOGIES
[

Mullsoft Install Svskem we, 16

Mext = I Zancel |




) Wireshark: Go deep. - Mozilla Firefox

Fle Edt \iew History Bookmarks Tools Help

- 72y Ii |http:ffmw.wireshark.u:urgf

Ej T |'|E::_:-3 el

Digg / All News & Vide_ & iGoogle | () DRUDGE () Woot | Safai kMsc Jjrtop | Sysintemals o4 IHR W WebTest 4% Bauer Alh Ask The Admin 5

Wireshark  Get Help Develop

‘J Get Wireshark Now

1.0.2 for Windows

Get it for OS5 X, Linux, Solaris, and others

Wireshark is an award-winning network
protocol analyzer developed by an

international team of networking experts.

Learn more. .

Buy

| Google Search |

D (PILOT oo

* Charting

—
Taking Wireshark Inte * Reparting CACE

Uncharted Waters + Integrated with Wireshark TECHNOLOGIES

Sharkfest Recap

Sharkfest was great! If you missed out, don't despair — you can
catch up below:

Videos from Sharkfest '08 are available at LoveMyTool.com, an
online community for network monitoring and management tools.
Presentations from each session are available on the official
Sharkfest '08 page at CACE Technologies.

News £

Wireshark is 10! (Plus two bonus
announcements)

| http:# fwww google .com/ig

hd
'@ |zotero




Instalacao no Linux

« CENTOS — yum install wireshark
« Ubuntu — apt-get install wireshark
« Red Hat— rpm —iv wireshark*rpm

 Na maioria dos casos as dependéncias
(como libpcap) sao automaticamente
Instaladas







tshark

C:\Program Files\Wireshark>tshark -help

TShark 1.0.0

Dump and analyze network traffic.

See http://www.wireshark.org for more information.

Copyright 1998-2008 Gerald Combs <gerald@wireshark.org> and contributors.
This is free software; see the source for copying conditions. There is NO
warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

Usage: tshark [options] ...

Capture interface:

-i <interface> name or idx of interface (def: first non-loopback)
-f <capture filter>  packet filter in libpcap filter syntax

-s <snaplen> packet snapshot length (def: 65535)

-p don't capture in promiscuous mode

-B <buffer size> size of kernel buffer (def: 1IMB)

-y <link type> link layer type (def: first appropriate)

-D print list of interfaces and exit

-L print list of link-layer types of iface and exit

Capture stop conditions:
-c <packet count> stop after n packets (def: infinite)
-a <autostop cond.> ... duration:NUM - stop after NUM seconds
filesize:NUM - stop this file after NUM KB
files:NUM - stop after NUM files



"4 Intel{R) PRO/MWireless 3945ABG Network Connection: Capturing - Wireshark : E|[X|
File Edit Wew Go Capture Analyze  Statistics  Help

2 qaesaTFiRIEE QAN FBMB -

Eilter:| |v Expression... Clear Apply

Mo, - Time Source Deskination Protocol Info

|

Intel{R) PROWireless 39458E6G Metwork Connec... | Mo Packets Prafile: Default




‘A Intel{R) PRO/MWireless 3945ABG Network Connection: Capturing - Wireshark Z E'E'
File Edit Wiew Go Capture Analwee Skatistics  Help

2adlaesnTFiiEEQaan g2l -

|"' Expression... Clear Apply

Mo, - Time Source Destination Prakocal Info

Window Pane |

Window Panc 2

Window Panec 3

IntellR) PROMWireless 3945ABG Metwoark Connec... | Mo Packets Profile: Default




"I (Untitled) - Wireshark

Com trafego.

+

o S

Qo000
0010
0020
Q030
0040
0050
0060
0070
Q050
0090

2.D5138?

.5?4314
3.574319

.GG4244
1,132 )

10.1. 14 51
Cisco_72:36:17
10.1.14.1
10.1.158.2

lH l 14 ul

Device ID: CLE-SWH3750-10H-01

Addresses

Port ID: FasteETthernetl/ 0721

Capabilities

software version
Platform: cisco ws— CE?SD 4ETS

- . [ P T |

01l 00 OC CC
03 00 00 0c
45 2d 53 57
o0 02 00 11
Q2 00 03 00
74 31 2f 30
05 00 dc 43
74 FF¥ ef 72
53 79 73 74
0a 4@ 4f 53

CC
20
48
14]
14
2f
59
&b
65
20

File: "C:\DOCUME 1\ ADMINI~1\LOCALS~1\Tem. .

-

cC 0011 95 Y2
00 02 b4  ad &3
33 37 35 30 2d
Q0 00 01 01 01
46 81 73 F4 45
32 31 00 04 00
73 63 6F 20 49
20 4F 70 85 72
ad 20 53 &f &4
28 74 ad 29 20

36
(a]8]
31
i
74
08
ae
a1
74
43

17
o1
30
o0
65
oo
74
74
77
33

Packets: 51 Displayed:

Spanning -tree-({for-br =TF
1

File Edit Wew Go Capture Analyze  Statistics  Help
= o e EEX2E AesaT L IBE QQQB WEMm -
Filker: * Expression... Clear Apply
Mo, - Tirne Source Destination Protocal Info
15 2.000823 Cisco_72:36:17 Conf. Root = 819270

syslog
TCMP

%ys1ug

Spanning-tree-¢for—br TP
224, 0,0.10
10.1.714.51
10.1.15. 2

0L 99
00 16
48 2d
04 0Qa
65 72
o0 0o
65 72
69 Ge
61 72
37 33

aa
43
30
ol
ae
28
ae
a7
a5
ED

aa
4
31
0a
G5
a0
G5
20
20
20

51 Marked: 0 Dropped: 0

TCMP Destination unreac
Conf. Root = B192C
EIGRP Hel lo
Syslog  LOCALY . WARNING: May
TCMP Destination unreacHme
>
.Y
W
........ FE.. ...
Coa.aCL

Cisco Interne
twork Cp erating
system S oftware
.I0S (tm ) C3750 ~

Prafile: Defaulk

LoCal 4, WaRMI NG : Ma
Tnatian unr -

LOCALL . ERR: May 21




Janela HEX

il Tucker Hlis & West aaa_pcap - Wireshark _ O] x|
File Edt WView Go Capture Analze Statistice Help

= i e IBEEX2E| A 2T L2 (|EE QAQ Q0| oMW E|H
Fitter: | *  Bxpression... Clear Apply
Nao. - Time Source Destination Protocol Info i’
1 0. Name query NB ECI_DOMAIN<1C>
2 0.746308 192.168.1.2 192.168.1.255 NBNS Name query NB ECI_DOMAIN<1C>
3 0.751270 192.168.1.2 192.168.1. 255 NBNS Name query NB ECI_DOMAIN<IC>
4 9.318731 Silicom_01:6e:bd Broadcast ARP who has 192.168.1.17 Tell 1%
5 0.000664 Castlene_00:34:56 Silicom_01:6e:bd ARP 192.168.1.1 1is at 00:30:54:0C
6 0.000026 192.168.1.2 192.168.1.1 DNS standard query A sip.cybercit
7 0.995383 192.168.1.2 192.168.1.1 DNS Standard query A sip.cybercit
8 2.003039 192.168.1.2 192.168.1.1 DNS standard query A sip.cybercit
9 0.169652 192.168.1.1 192.168.1.2 DNS Standard query response A 212
10 1.006246 192.168.1.2 192.168.1.1 DNS Standard query SRV _sip._udp.
11 0.996899 192.168.1.2 192.168.1.1 DNS standard query SRV _sip._udp.
12 2.003024 192.168.1.2 192.168.1.1 DNS Standard query SRV _sip._udp.
13 0.992343 Ccastlene_00:34:56 silicom_01:6e:bd ARP who has 192.168.1.27 Tell 18
14 0.000049 Silicom_01:6e:bd Castlene_00:34:56 ARP 192.168.1.2 1is at 00:e0:ed:01
15 1.010378 192.168.1.2 192.168.1.1 DNS Standard query SRV _sip._udp.
16 4.005777 192.168.1.2 192.168.1.1 DNS standard query SRV _sip._udp.
17 8&.002019 192.168.1.2 192.168.1.1 DNS Standard query PTR 1.0.0.127.
18 0.001489 192.168.1.1 192.168.1.2 DNS standard query response PTR 1
19 0.001640 192.168.1.2 212.242.33.35 SIP Request:_EFGISTER_siP:sip.cyQ:J
7| | ol
Header Tength: 20 bytes Highli -l
; . . . ighlighted packets here
# Differentiated services Field: 0x00 (DsCP Ox00: Default; ECN; S0 gnig P
Total Length: 78 _J
Identification: 0x698c (27020)
# Flags: 0x00
Cranmant nffcat = 0 j
0000 ff ff ff ff 7T £ 00 e0 ed 01 Ge bd 0B 00 45 00 ........ ..MN...E.
D010 00 4e 00 11 4c ¢l c0 a8 01 02 c0 a8  .NjM.... L.......
0020 01 ff 00 B9 00 0 4 84 e7 01 10 00 01 A P Are shown here as well
0030 00 00 00 00 00 00 20 45 a 46 50 45 ...... E FEDEIFPE
0040 45 45 50 45 4e 45 42 45 4a 45 4f 43 e
0050 41 43 41 43 41 42 4d 00 00 20 00 01 ACACABM.
|dentification {ip.id), 2 bytes | Packets: 691 Displayed: 651 Marked: 0 | Profile: Default &




e Edit View Go Capture Analyze Statistics ﬂeh:?"‘

— = .
C ) BEEX2E A FL|EE QQab|wWkd -
Filter: | ¥  Expression.. Clear Apply ‘
o2 Chennel:l * (Channe! Offset: I_ hd | FES Filier:l hd | Decryption Mode:INnne hd |
Na. - | Time | Source | Destination | Protocol | Infa |‘
0. De [ [Comp_41:36: AR who has 107, 16E.1.77
2 0.001649 LinksysG_da:af:73 DellComp_4f:36:23 ARP 192.168.1.1 is at 00:0¢
3 0.001656 192.168.1.101 143.89.14.34 ICMP Echo (ping) reguest
4 0.415098 143.89.14.34 192.168.1.101 ICMP Echo (ping) reply
5 1.006279 192.168.1.101 143.89.14.34 ICMP Echo (ping) reguest
6 1.431684 143.89.14.34 192.168.1.101 ICMP Echo (ping) reply
7 2.006328 192.168.1.101 143.89.14.34 ICMP Echo (ping) reguest
8 2.324479 143.89.14.34 192.168.1.101 ICMP Echo (ping) reply —
9 3.006356 192.168.1.101 143.89.14.34 ICMP Echo (ping) reguest
10 3.321121 143.89.14.34 192.168.1.101 ICMP Echo (ping) reply
11 4.006398 192.168.1.101 143.89.14.34 ICMP echo (ping) reguest
12 4.343301 143.89.14.34 192.168.1.101 ICMP Echo (ping) reply
13 5.006454 192.168.1.101 143.89.14.34 ICMP Echo (ping) reqguest
14 5. 365480 143.89.14.34 192.168.1.101 ICMP Echo (pina) reolw ;I
a | ol
Capture Length: 42 bytes -]

[Frame is marked: False]
[Protocols in frame: eth:arp]
[Coloring Rule Name: ARF]
[Coloring Rule string: arp]
El Ethernet II, Src: DellComp_4f:36:23 (00:08:74:4f:36:23), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
# Destination: Broadcast (ff:ff:ff:ff:Ff:ff)
# Source: DellComp_4f:36:23 (00:08:74:4f:36:23)
Type: ARP (0x0808)
# Address Resolution Protocol (request)

| | +]
oooo ff fF £Ff £ ff fF 00 08 74 4f 36 23 08 06 00 01  ........ TOb#. ...

0010 08 00 06 04 00 01 00 08 74 4f 36 23 c0 a8 01 65 ........ TOo#... e
0020 00 00 00 OO OO0 00 cO @8 O OL ..., .

File: "C:A\Traces‘icmp-ethereal4race-1" 1558 Bytes 00:00:09 Packets: 2 | Profile: Def_

A




Barra de Buttons

! Tucker Hiis & West icmp-ethereal4race-1 - Wireshark

Fle Edt Wew Go Capture Analyze Statistics Help N\
T EaxegslacsaTapEaaan[@8 Y
= ——
Filter: | >  Expression... Clear Bpply ‘
ECZ.'I'ICi'uerurue:I ¥ Channe! Offzet: I_ hd | HES F|Itr=r:| - |Decryption Mode:INone - |
No. - | Time | Source | Destination | Frotocol | Info =
0. De [ [Comp_dT:36:23 oadcast AR who has 192,768, 1.77 7
2 0.001649 LinksysG_da:af:73 Dellcomp_4f:36:23 ARP 192.168.1.1 is at 00:0¢
3 0.0018656 192.168.1.101 143.89.14.34 ICMP Echo (ping) request
4 0.415098 143.89.14.34 192.168.1.101 ICMP Echo (ping) reply
5 1.006279 192.168.1.101 143.89.14.34 ICMP Echo (ping) request
6 1.431684 143.89.14.34 192.168.1.101 ICMP Echo (ping) reply
7 2.006328 192.168.1.101 143.89.14._34 ICMP Echo (ping) request
8 2.324479 143.89.14.34 192.168.1.101 ICMP Echo (ping) reply —
9 3.006356 192.168.1.101 143.89.14._34 ICMP Echo (ping) request
10 3.321121 143.E89.14.34 192.168.1.101 ICMP Echo (ping) reply
11 4.006398 192.168.1.101 143.89.14.34 ICMP Echo (ping) request
12 4.343301 143.89.14.34 192.168.1.101 ICMP Echo (ping) reply
13 5.006454 192.168.1.101 143.89.14.34 ICMP Echo (ping) request
14 5.365480 143.89.14.34 192.168.1.101 ICMP Echo (pina) reolw LI
<| | ol
Capture Length: 42 bytes ]

[Frame is marked: False]
[Protocols in frame: eth:arp]
[coToring Rule Name: ARP]
[coloring Rule string: arp]
= Ethernet II, Src: DellcComp_4f:36:23 (00:08:74:4f:36:23), Dst: Broadcast (ff:ff:ff:ff:Ff:ff)
# Destination: Broadcast (ff:ff:ff:ff:FF:FF)
# Source: DellComp_4f:36:23 (00:08:74:4F:36:23)
Type: ARP (0x0806)

# Address Resolution Protocol (request) -
| | ]
oooo ff fF ff £ £F ©F 00 08 74 4F 36 23 08 06 00 01 ........ TOo6#. ...

0010 08 00 06 04 00 01 OO0 08 74 4f 36 23 c0 a8 01 65 ........ TO6#...e
0020 00 00 OO0 00 00 Q0 cO &8 OL OL e ..

File: "C:\Traces\icmp-ethereaHrace-1" 1958 Bytes 00:00:09 Packets: 2 | Profile: Def_




Status Bar

il Tucker Hlis & West icmp-ethereal-trace-1 - Wireshark

File Edt View Go Capture Analyze Statistics Help

B oW e BExgslacsagieElaaan | @® -
Fiter: | v Ewpresson.. Clear Apply

B0211Chernel [ v GewelOfee [+ [ EzSAtes[T v [ DecptionMode:[None |+ |

No. - Time Source Destination Protocal | Info —

0. Del [Comp_41:36: Broadcast AR Who has 19.7. $.1.17 -
2 0.001649 LinksysG_da:af:73 DellComp_4f:36:23 ARP 192.168.1.1 is at 00:0¢
3 0.001656 192.168.1.101 143.89.14.34 ICMP echo (ping) request
4 0.415098 143.89.14.34 192.168.1.101 ICMP Echo (ping) reply
5 1.006279 192.168.1.101 143.89.14.34 ICMP Echo (ping) request
6 1.431684 143.89.14.34 192.168.1.101 ICMP echo (ping) reply
7 2.006328 192.168.1.101 143.89.14.34 ICMP Echo (ping) request
8 2.324479 143.89.14.34 192.168.1.101 ICMP Echo (ping) reply —
9 3.006356 192.168.1.101 143.89.14.34 ICMP echo (ping) request
10 3.321121 143.89.14.34 192.168.1.101 ICMP Echo (ping) reply
11 4.006398 192.168.1.101 143.89.14. 34 ICMP Echo (ping) request
12 4.343301 143.89.14.34 192.168.1.101 ICMP echo (ping) reply
13 5.006454 192.168.1.101 143.89.14.34 ICMP Echo (ping) request
14 5.365480 143.89.14.34 192.168.1.101 ICMP Echo (pinal reolwv LI
al | ol
Capture Length: 42 bytes -]

[Frame is marked: False]
[Protocols in frame: eth:arp]
[coloring rRule Name: ARP]
[coloring Rule string: arp]
= Ethernet II, Src: DellComp_4f:36:23 (00:08:74:4f:36:23), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
pestination: Broadcast (ff:ff:ff:ff.ff:ff)
Source: DellComp_4f:36:23 (00:08:74:4F:36:23)
Type: ARP (0x0B086)

Address Resolution Protocol (request) =
0| [ ]
oco0 ff ff £ fFf ff fFf 00 0B 74 47 36 23 0B 06 00 01  ........ TOB#. ...

0010 08 00 06 04 00 01 00 08 74 4f 36 23 cO a8 01 65 ........ TOG#...e
0020 00 00 00 00 00 OO0 cO a8 O1T OZ ..., .-

Eie: "C:\Traces'icmp-sthersal trace-1" 1958 Bytes 00.00:09 | Packets: 2_ | Profile: Def___2\




Status Bar

7l Tucker Hiis & West aaa.pcap - Wireshark - O] x|
Fle Edit Vew Go Capture Analyze Statistics Help

3w e CEXEE (AT i2(BE|aQAQD @D x| D
Filter: | *  Expression.. Clear Apply
MNo. - Time Source Destination Protocol Info il
1 0. S Name query NB ECI_DOMATIN<IC>
2 0.746308 192.168.1.2 192.168.1. 255 NBNS Name query NB ECI_DOMAIN<lC>
3 0.751270 192.168.1.2 192.168.1.255 MBMNS Name query MB ECI_DOMAIN<1C>
4 9,318731 5ilicom_01:6e:bd Broadcast ARP who has 192.168.1.1%7 Tell 18
5 0. 000664 Castlene_00:34:56 Silicom_01:6e:bd ARP 192.168.1.1 is at 00:30:54:0C
& 0.000026 192.168.1.2 192.168.1.1 DNS standard query A sip.cybercit
7 0.995383 192.168.1.2 192.168.1.1 DNS standard query A sip.cybercit
8 2.003039 192.168.1.2 192.168.1.1 DNS standard query A sip.cybercit
9 0.169652 192.168.1.1 192.168.1.2 DNS standard query response A 212
10 1.006246 192.168.1.2 192.168.1.1 DNS Standard query SRV _sip._udp.
11 0.996899 192.168.1.2 192.168.1.1 DNS standard query SRV _sip._udp.
12 2.003024 192.168.1.2 192.168.1.1 DNS standard query SRV _sip._udp.
13 0.992343 Castlene_00:34:56 Silicom_01:6e:bd ARP who has 192.168.1.27 Tell 18
14 0.000049 5ilicom_01:6e:bd Castlene_00:34:586 ARP 192.168.1.2 is at 00:el:ed:01
15 1.010378 192.168.1.2 192.168.1.1 DNS Standard query SRV _sip._udp.
16 4.005777 192.168.1.2 192.168.1.1 DNS standard query SRV _sip._udp.
17 8.002019 192.168.1.2 192.168.1.1 DNS standard query PTR 1.0.0.127.
18 0.001489 192.168.1.1 192.168.1.2 DNS standard query response PTR 1
19 0.001640 192.168.1.2 212.242.33.35 SIP Request:_ggGISTER_sip:sjp.cyq:J
0| | 2
Header length: 20 bytes Al
# Differentiated services Field: 0x00 (DsCP 0x00: Default; ECN: 0x00)
Total Length: 78§ _J

Identification: Ox698c (27020)

# Flags: 0x00
Cranmmant nffcat: N j

00 ff Tf Tf ff ff Tf 00 e0 ed 0L 6e bd 08 00 45 00 ........ ..n...E.
10 00 4e [ 00 00 80 11 4c cl c0 a8 01 02 cO a8  .Njl.... L.......
20 01 ff 0D 89 00 89 00 3a 5b b4 84 €7 01 10 00 01  .......: [ev.....
00 00 00 00 00 00 20 45 46 45 44 45 4a 46 50 45  ...... E FEDEJFPE
45 45 50 45 4e 45 42 45 4a 45 4Ff 43 41 43 41 43 EEPENEBE JEOCACAC
41 43 41 43 41 42 4d 00 00 20 00 O1 ACACAEBM.

ldentification {ip.id). Ebﬂes, \.Lfﬂckets: 691 Displayed: 691 Marked: DJ | Profile: Default 2

[=N=)N=]
]




Onde eu devo usar o
WireShark?



A localizacao muda TUDO !




Hub

HUB

All traffic appears on all ports on a hub

WireShark Box




Switches

Switch
N &
On a switch, traffic is only directed to

ports that need it
S

WireShark Box

Client



Proper Network Positioning

Nao é o ideal,
mas funciona erne

= Router
S niffer
{PC running any version ot
Windows ] Hub
{10 ar 100 Base-T)

& =
i) g Macintosh Computer

Windows PC Wireless Laptop



Switch com porta SPAN

=

Egress
Traffic

g Ingress

Traffic

Sniff er '

Source Span Destination Span
ports Port






Switch em modo SPAN

Interface FastEthernet0/1
port monitor FastEthernet0/2




Cisco - Exemplo

v'Espelhando as portas 1, 2 e 3 para a porta 10:
switch#config t //entrar no modo de configuracao//
*Enter configuration commands, one per line. End with CNTL/Z.

switch(config)# interface fastEthernet 0/10 //entrar no modo de configuracao
da interface onde os dados serao coletados//

*switch(config-if)y#port monitor FastEthernet 0/1 //especificar a porta que sera
espelhada//

switch(config-if)y#port monitor FastEthernet 0/2 //especificar a porta que sera
espelhada//

switch(config-if)y#port monitor FastEthernet 0/3 //especificar a porta que sera
espelhada//

*switch(config-if)#exit

*switch(config)#exit


//entrar
//entrar
//entrar
http://www.babooforum.com.br/forum/index.php?/topic/353017-configurar-porta-de-switchmonitorar/
//entrar
//entrar
//entrar

ARP Cache Poisoning

Normal Traffic Pattern

Target Computer Switch Router

Sniffer

Poisoned ARP Cache

Target Computer Switch Router

SN,

Sniffer



Setting promiscuous mode

I Wireshark: Capture Options

Capture
Interface: | IntellR) PROS1000 PL Metwork Conneckion: \Device\NPF_{9Ca0B07T3-A197-416E-BA0 E]
IP address: 10.1.14.117

Buffer size: | 1 > megabyte(s)
Capkure packets in promiscuous mode <
[] Limit each packet ko bytes
Capture Filter: | || E]
Capkure File(s) Display Options

File: Update lisk of packets in real time

[ ] Use multiple files
autormatic scrolling in live capture

Hide capkure info dialog

Mame Resolution

p ee Enable MAC name resolution

L1 ... after [ ] Enable netwark name resolution

[]... after
[]... after

Enable transpaort name resolution

[ow ][ e

Marcando este box, estamos
determinando que a interface
escolhida figue em MODO
PROMISCUO durante a
captura. Se isso nao for feito, o
Wireshark apenas capturara
guadros broadcast e os que
saem e entram na maquina
onde esta o sniffer.



Simple Capture

7! Tucker Bli= & West The Wireshark Network Analyzer

Fle Edit View Go

E-

Capture  Analyze

i@ Options...
{8 Start
& Siop

Statistics  Help

Cii+K [

Qe e T &

E

B & & &

.....

*  Expression...

Clear Apply

[~ | Feskr

I - |DEC1‘_-’D’Eiur1 Mude:INnne - | Vilireles

211 Channe = £less Setiings.
§ Hestar
@ Capture Fiters...

| Feady to load or capture | Mo Packets | Profile: Default i




Capture Interfaces

71 Wireshark: Capture Interfaces

Description

d ViMware Vitual Ethemet Adapter

@l VMware Vitual Ethemet Adapter

Help

IP

@l Intel{R) PRO/1000 PL Network Connection  10.1.14.117

192.168.0.1

192.168.1421

Packets Packets/s

=] E
Stop
Start | Options | Details
Start | Options | Details
Start | Options | Details
Close




Capture Options

7! Tucker Bli=s & West Wireshark: Capture Options

-Capture

IP address: 10.1.14.117

Ethemet

Lintdayer headertype:

[¥ Capture packets in promiscuous mode

[T Limit each packet to IEE jb}ftes

Interface: IInteI[H} PRO/1000 PL Network Connection: “Device\NPF_{37708CAB-FF05-4180-%| = |

- Euﬁ'ersize:l'l ﬂ megabyte(z) Viieless Settings

Capture Fitter: | I

=]

-Capture File(s)
File: I

Browse... |
I-I—ﬂ megebytels) || =

[ Use muttiple files
I Nextfile every

I Nextfile every I'I—ﬂ minute (=) ["
| Argbuferwit 20 =il
2| Stop captire atter I'I—ﬂ filefs)
-Stop Capture ...
[ .. dfter I'I—ﬂ packets)
[ .. dfter I'I—ﬂ megabytels) ["
|-

I 1 ﬂ minutels)

[ .. dfter

-Display Options

¥ Update list of pachkets in real time
¥ Automatic zcrolling in live capture

¥ Hide capture info dialog

-MName Resolution

[¥ Enable MAC name resolution
[ Enable network name resolution

[¥ Enable transport name resolution

Help

Start Cancel




selectively ignore traffic



Capture Filter examples

host 10.1.11.24
host 192.168.0.1 and host 10.1.11.1

tcp port http

not broadcast not multicast

ether host 00:04:13:00:09:a3



Capture Filter

Tucker Hlis & West The Wireshark Network Analyzer

Ethemet address 00:08:15:00:08:12
Ethemet type L0806 (ARF)
No Broadcast and no Multicast

-
=
=
=
=
=
=
=

,
o
0

TCP or UDP port 80 (HTTP)
HTTF TCF port (30)
No ARP and no DNS

IP address 152.168.0.1
host 152.168.0.1

e
ol
%

ElENEENEE




Capture Options

7! Tucker Bli=s & West Wireshark: Capture Options

-Capture

IP address: 10.1.14.117

Ethemet

Lintdayer headertype:

[¥ Capture packets in promiscuous mode

[T Limit each packet to IEE jb}ftes

Interface: IInteI[H} PRO/1000 PL Network Connection: “Device\NPF_{37708CAB-FF05-4180-%| = |

- Euﬁ'ersize:l'l ﬂ megabyte(z) Viieless Settings

Capture Fitter: | I

=]

-Capture File(s)
File: I

Browse... |
I-I—ﬂ megebytels) || =

[ Use muttiple files
I Nextfile every

I Nextfile every I'I—ﬂ minute (=) ["
| Argbuferwit 20 =il
2| Stop captire atter I'I—ﬂ filefs)
-Stop Capture ...
[ .. dfter I'I—ﬂ packets)
[ .. dfter I'I—ﬂ megabytels) ["
|-

I 1 ﬂ minutels)

[ .. dfter

-Display Options

¥ Update list of pachkets in real time
¥ Automatic zcrolling in live capture

¥ Hide capture info dialog

-MName Resolution

[¥ Enable MAC name resolution
[ Enable network name resolution

[¥ Enable transport name resolution

Help

Start Cancel




Tucker BHlis & West Wireshark: Capture Options

Intel{R) PRO/1000 PL Metwork Connection: \Device \NPF_{37708CAB-FFOS-4180-




Capture Interfaces

71 Wireshark: Capture Interfaces

Description

IP

@l Intel(R) PRO/1000 PL Network Connection  10.1.14.117

d VMware Vitual Ethemet Adapter

@l VMware Virtual Ethemet Adapter

Help

192.168.0.1

192.168.1421

Packets Packets/s

T
Stop

= 10) x|

thiuna/[_gletails

Start

Start thiuf45 Details

Start thiué. Qetails:
Close

——




Interface Detalls: Characteristics

74! Wireshark: Interface Details =]
Characterstics | Statistics | 802.3 (Ethemet) | 272 11 1/ 211 | Task Offiad |
Characteristics
‘Vendor description Irtel{R) PRO1000 PL Metwork Connection
Intefface “DeviceMPF_{S7708CAB-FF03-4180-581B-C3EG1EDCT 280}
Link status Connected
Link speed 100 MEBits/s
Media supported 802 3 (Ethemet)
Medium in use 802 3 (Ethemet)

Physical medium |Unspecified
MOIS Driver Version 4.0
Vendor Driver Version 9.11 (Hex: 5.8)

Vendor ID 00:15:58 (Foxconn) NIC: 00
MALC Options 802 1P Priorty: Supported, 802.1Q VLAN: Supported
VLAM ID -

Transmit Buffer Space 775168
Receive Buffer Space 387H34 {
Transmit Block Size 1514
Receive Block Size 1514
Madmum Packet Size 1514

Mote: accuracy of all of these values are only relying on the networc card driver!




Interface Detalls: Statistics

Tl Wireshark: Interface Details _ O]
Characteristics |Statistcs!| 802.3 (Ethemet) | 207 11 (/71 411} | Task Offioad |
Statistics
Transmit DK 2xm7
Transmit Emaor 0
Receive OK 356272
Receive Emaor 0
Receive but no Buffer 0
Directed bytes transmitted w0 emors H6505591
Directed packets transmitted w/o emors 222749
Multicast bytes transmitted w/o emors 17592
Multicast packets transmitted w/o emors 61
Broadcast bytes transmitted w.o emors 31083
Broadcast packets transmitted w/o emors 207
Directed bytes received w/o emors 424470353
Directed packets received w/o emors 338502
Multicast bytes received w/o emors 1388328
Multicast packets received w/o emors 7810
Broadcast bytes received w/o emors 3145336
Broadcast packets received w/o emors 223
Packets received with CRC or FCS emors 0
Packets queued for transmission 0
Mote: accuracy of all of these values are only relying on the network card driver!
Close




Interface Detalls: 802.3 (Ethernet)

1 Wireshark: Interface Details i [=]
Characternstics IStatistics : i| BOZ A (VAN | Task Offload |

Characterstics

Pemanent station address 00:15:58:27-4F 02 (Foxconn)

Curmrent station address 00:15:58:27-4F 02 (Foxconn)
Statistics

Packets received with alignment emor 0

Packets transmitted with one collision 4735

Packets transmitted with maore than one collision 1414

Packets not received due to ovemun 0

Packets transmitted after defemed 11309

Packets not transmitted due to collisions 0

Packets not transmitted due to undemun 0

Packets transmitted with heartbeat failure -
Times camier sense signal lost during transmission -
Times late collisions detected 0

Mote: accuracy of all of these values are only relying on the network card driver!

Close




Interface Detalls: Task Offload

71 Wireshark: Interface Details =]

Characteristics | Statistics | 802.3 (Bthemet) | 202 11 (/L1 1T

TCP/IP Checlsum
W4 transmit checlksum
Calculation suppaorted TCP: Yes, UDP: Yes, IP: Yes
Options fields supported TCF: Yes, IP: Yes
W4 receive checksum
Validation supported TCP: Yes, UDP: Yes, IP: Yes
Options fields supported TCF: Yes, IP: Yes
W& transmit checlksum
Calculation suppaorted TCF: Yes, UDP: Yes
Options fields supported TCP: Yes, IP: No
W& receive checksum
Validation supported TCF: Yes, UDP: Yes
Options fields supported TCP: Yes, IP: No
IpSec
Cffload not supported -
TCF Large Send
Cffload not supported -

Mote: accuracy of all of these values are only relying on the network card driver!

Close




Checksum

A checksum is a form of redundancy check, a simple way to protect
the integrity of data by detecting errors in data that are sent through
space or time. It works by adding up the basic components of a
message, typically the assorted bits, and storing the resulting value.
Anyone can later perform the same operation on the data, compare the
result to the authentic checksum, and (assuming that the sums match)
conclude that the message was most likely not corrupted.

Source: Wikipedia.com



Checksum offload



Turning off Checksum offload

On Linux (as root)
ethtool -K eth0 rx off tx off (choose correct network interface i1f not ethO)

On FreeBSD (as root):
ifconfig emO0 -rcxsum -tcxsum (choose correct network interface if not em0)

On MacOS (as root):
sysctl -w net.link.ether.inet.apple hwcksum tx=0
sysctl -w net.link.ether.inet.apple hwcksum rx=0



Turning off Checksum offloa

ngrptla'Ma\agarﬂi
Fle  Action \View Help

& o |25 C1 o 11 i 2
(Al Computer Management (Local) Elg CL-SROLFLT |
=i System Tools I& Eatteries

{{£) Task Scheduler -2 Biometric

{4] Event Viewer L Computer

| Shared Folders H— Digk: drives

P Local Users and Groups +- Bl Display adapters
Reliabilty and Performanct ,.__,,_, DWVD/CD-ROM drives

F & EH

% Device Manager --'._-:- IDE ATA/ATAP| controllers
= =5 Storage j Infrared devices
&= Disk Management _ Kevboards
::Ez_'.' Services and Applications E!, Mice and other pointing devices

vy Cisco Systems VPN Adapter
Intel{R) PRO/1000 PL Networlgi :

intel(R) PRO,/Wireless 3945AB(  Poate Diiver Software...
YWhMware Virtual Ethemet Adapte D15.ab|e

P WMware Virtual Bthemet Adapte Uninstal
&) PCMCIA adapters

[+ Bl Portable Devices

; I'j Ports [COM & LPT)

Scan for hardware changes

=} Processors

-2 Securty Devices

|| SM Driver

(| SM Driver

+-# Sound, video and game controllers
<2 Storage controllers

-1l System devices

§ Universal Serial Bus controllers

1 | ]

|Dpens property sheet for the cument selection.




Turning off Checksum offload

Intel{R) PRO/1000 PL Network Connection Properties 2 |[X]

General | Advanced | Diiver | Fesources | Power Management

The following properties are available for thiz netwaork, adapter. Click,

the property you want to change on the [eft, and then select itz value
on the right.

Eroperty: Walle:

Adaptive nter-Frame Spacing e On ﬂ
Deep Smart Power Down

Enable PME

Flow Control

Gigakit b azter Slave Mode

[nterrupt kModeration R ate

Link Speed & Duplex

Locally Administered Addreszs

Log Link State Event

Offload Re Cl

Offload Receive TCP Checksum
Offload Tranzmit [P Checksum
Offload Tranzmit TCP Checkaum
105 Packet Tagging v

k. l [ Cancel




Capture Options

7! Tucker Bli=s & West Wireshark: Capture Options

-Capture

IP address: 10.1.14.117

Ethemet

Lintdayer headertype:

[¥ Capture packets in promiscuous mode

[T Limit each packet to IEE jb}ftes

Interface: IInteI[H} PRO/1000 PL Network Connection: “Device\NPF_{37708CAB-FF05-4180-%| = |

- Euﬁ'ersize:l'l ﬂ megabyte(z) Viieless Settings

Capture Fitter: | I

=]

-Capture File(s)
File: I

Browse... |
I-I—ﬂ megebytels) || =

[ Use muttiple files
I Nextfile every

I Nextfile every I'I—ﬂ minute (=) ["
| Argbuferwit 20 =il
2| Stop captire atter I'I—ﬂ filefs)
-Stop Capture ...
[ .. dfter I'I—ﬂ packets)
[ .. dfter I'I—ﬂ megabytels) ["
|-

I 1 ﬂ minutels)

[ .. dfter

-Display Options

¥ Update list of pachkets in real time
¥ Automatic zcrolling in live capture

¥ Hide capture info dialog

-MName Resolution

[¥ Enable MAC name resolution
[ Enable network name resolution

[¥ Enable transport name resolution

Help

Start Cancel




Stopping the Packet Capture

31 Tucker Hlis & West Intel{R) PRO/1000 PL Network Connection: Capturing - Wireshark

Fle Edit M Capture  Analyze Statistics  Help
2olasvsenTi(|EEaaaaf|W®msx|

*  Expression.. Clear Apply

| Protocol | Info

| Destination

2008-07-30 13:01:
2{}03 07 - 3{} 13 {}1

56 Cisco_46:80:00
5?101182

Broadcast
10 1 14 51

who has 10.1.14.987
LDCAL4 WARNING:

Tell :
Jul 30 200,

0| | i
# Frame 1 (60 bytes on wire, 60 bytes captured)

@ Ethernet II, src: Cisco_46:80:00 (00:15:c7:46:80:00), Dst: Foxconn_27:4f:02 (00:15:58:27:4F:02)

# Internet Protocol, Src: 10.1.11.21 (10.1.11.21), Dst: 10.1.14.117 (10.1.14.117)

# Transmission Control Protocol, Src Port: blackjack (1025), Dst Port: 49780 (49780), Seq: 1, Ack: 1, Len: 1
#H Data (1 byte)

Intel(R) PRO/1000 PL Metwork Connection: <live capture in _ | Packets: & Displayed: & Mared: 0 Profile: Default -




Display Filters (Post-Filters)

* Display filters (also called post-filters) only
filter the view of what you are seeing. All

packets in the capture still exist in the
trace

 Display filters use their own format and are
much more powerful then capture filters



Display Filter

Tucker Blis & West The Wireshark Network Analyzer

Ethemet address 00:08:15:00:08:15
Ethemet type Bx0806 (ARP)
Ethemet broadcast

No ARP

IP address isnt 152.168.0.1, dont use !=for this!

LUDF port isnt 53 fnot DNS), dont use 1=for this!
TCP or UDP port is 80 (HTTF}

|P address 192.168.0.1
ip.addr == 192.168.0.1




Display Filter Examples

ip.src==10.1.11.24

ip.addr==192.168.1.10 && ip.addr==192.168.1.20

tcp.port==80 || tcp.port==3389

I(ip.addr==192.168.1.10 && ip.addr==192.168.1.20)

(ip.addr==192.168.1.10 && ip.addr==192.168.1.20) && (tcp.port==445 || tcp.port==139)

(ip.addr==192.168.1.10 && ip.addr==192.168.1.20) && (udp.port==67 || udp.port==68)



Protocol Hierarchy

7l Tucker Hlis & West Obsolete Packets cap - Wireshark

Fle Edt Mew Go Capture Analyze | Statistics Help

= @ @

| r_—l % W Summary |ﬁ

Fitter: |

[ Conversations

& Endpoints
10 Graphs

£ 5 ElQaQF| Wk -

-

Expression... Clear Apply

| - | Decryption Mode:INone |

Conversation List

1

. 543088

- v

Endpoint List
Service Hesponse Time 4

— b
B G Fax T38 Analysis...
G5M 3

192.168.1 g volp Calis

& WAP-WSP..

E Frame
EH Linux
# Internet Protocol Version | Destinations...
H Internet control Message PI Flow Graph....

1 (88 bytes on wire,

cooked capture

BOOTP-DHCP...

HTTP 2
IP address...

ISUP Messages...

Multicast Streams

OMNC-RPC Programs

Packet Length. ..

Port Type...

SMPP Operations.

0000
0010
0020
0030
0040

[ATAwal

00
a0
00
00
83

[aTal

04
00
00
00
00

[T

00
0o
0o
00
dz

[aTa

01 00
00 00
00 00
01 ff

cZ 00
Nl FF

06
20
00
0d

00
Nl

00 Oc
00 01

00
56
00

L&

-

oc WLAN Traffic...

00 ff 02 00 0O OO OO 00
e

| Protocol | Infa il

ICMPVE

Standard query response
Name query NB LOCALHOST
55 NBNS Name query NB LOCALHOST
ICMPYE  Router solicitation
ICMPvE  Router solicitation

55 NBNS Name guerw NB LOCALHOS'l;I

I N

dd
00
00
00
00

File: "C:%Users'ro2 TEW \Downloads\Obsolete_Packets cap_ | Packets: 10549 Displayed: 10945 Marked: 0

| Profile: Default 4




Protocol Hierarchy

7l Wireshark: Protocol Hierarchy Statistics

Diigplay fiter: none

Protocol % Packets | Packets | Bytes | Mbit/s | End Packets | End Bytes | End Mbit/s |

=l Frame 100.00% 10949 1433310 0.004 0 0 0.000
® Linw cooked-mode capture 1000005 10949 1433310

E Intemet Protocel Version & 0.16% 18 1392 0.000 0 0 0.000

Imtemet Cortrol Message Protocal ve 0.16% 18 1352  0.000 18 1352 0.000

El Intemet Protocol 82620 5046 1312691  0.004 0 0 0.000

Uszer Datagram Protocol 17.33% 1858 262866 0.0D1 0 0 0.000

Tranemizsion Control Protocol 64 657 7083 1046721  0.003 2350 163598 0.000

Imtemet Group Management Protocol 057% 62 H40  0.000 B2 3440 0.000

Intemet Control Message Protocol 0.03% 3 264  0.000 3 264 0.000

DEC DMA Routing Protocol 260% 285 14820 0.000 285 14820 0.000

Address Resalution Protocal 763% 835 46528 0.000 8315 46528 0.000

M5 Metwork Load Balancing 1.26% 138 8280 0.000 138 8280 0.000

Data 275% i 25143 0.000 im 25143 0.000

E Logical-Link Caortrol 223% 244 20024 0.000 0 0 0.000

Appletalk Address Resolution Protocol 0.37% 40 2480  0.000 40 2480 0.000

Imtemetwork Packet eXchange 1.46% 160 14328 0.000 0 0 0.000

Datagram Deliveny Protocol 0.40% 44 26 0.000 0 0 0.000

Imtemetwork Packet eXchange 0.27% 30 1680 0.000 0 1] 0.000

Banyan Vines IP 0.47% 52 2352 0.000 0 0 0.000

Help Close




Follow TCP Stream

il Tucker Hlis & West hitp-ethereal-trace-1 - Wireshark I [=] 3
File Edt View Go Capture Analyze Statistics Help

o e EExXEdlacesaTFa(az/acaan s -
Filter: |('ip.addr eq 192.168.1.102 and ip.addr eq 128.1 + Expression.. Clear Apply

0211 Channel: I * [Channe! Offset: I_ hd | FESE :e-':l hd | Decryption Mode:INone A | |

Info

No. » Time Source Destination Protocol

Mark Packet foggle)
(%) Set Time Reference togale)

11 4.717289 128.119. 245.12 192.168.1.1 = unikeypro [ACK]

12 4.718993 128.119.245.12 192.168.1.1 Apply as Filter P[L.1 200 oK (text,
Prepare a Filter 3

14 4.750366 128.119.245.12 192.168.1.1 Eornressiion| Ble .1 404 Not Found

Colorize Conversation

il S ! |
Frame 8 (62 bytes on wire, 62 bytes captured) Copy Selected Pack ¢

Ethernet II, src: LinksysG_da:af:73 (00:06:25:da:af Export Selected Packet Bytes.  |.53 (0p:08:74:4F:36
Internet Protocol, Src: 128.119.245.12 (128.119.245 23 Decode As... (192.168.1.102)
Transmission Control Protocol, Src Port: http (80), 2 Prirt B7), Seq: 0, Ack: 1,

Show Packet in New Window

| | i
0000 00 OB 74 4f 36 23 00 06 25 da af 73 08 00 45 00 . toe#.. %..s5..E.
0010 00 30 00 00 40 00 37 06 Oc 36 80 77 f5 Oc c0 a8 L T .
0020 01 66 00 50 10 1f 6b a6 54 91 f5 32 64 b2 70 12 e T..2d.p
I

0030 16 dO Oa 21 00 00 02 04 05 b4 01 01 04 02

File: "C:A\Traces\http-ethersaltrace-1" 4443 Bytes 00:00:06 | Packets: 1_ | Profile: Def_




Follow TCP Stream

red - stuff you sent blue - stuff you get
7l Follow TCP Stream _[O] x|
-Stream Content

GET /ethereal-Tabs/Tab2z-1.html HTTP/1.1 a

Host: gaia.cs.umass.edu

User-aAgent: Mozilla/ 5.0 (Windows; U; wWindows NT 5.1; en-uUS; rv:1.0.2) Gecko/20021120
MNetscape,/7.01

laccept: text/xml,application/xml,application/xhtml+xml, textfhtm1; =0.9,text/

plain; g=0.8, v1de0jx -mng, 1magefpng image/jpeq,image/gif;g=0.2,text,/cs5,%,/%;0=0.1
lsccept- Laﬂguage en-us, en;qg=0.

laccept-eEncoding: gzip, def1ate cumpress g=0.9

wccept-Charset: IS0-8859-1, utf—E;q=D.66, #;q=0.66

Keep-Alive: 200

)Connection: keep-alive

HTTP,/1.1 200 0K

Date: Tue, 23 Sep 2003 05:29:50 GMT

server: Apache/2.0.40 (Red Hat Linux)
Last-Modified: Tue, 23 Sep 2003 05:29:00 GMT
ETag: "lbfed-49-79dsbfo0"

laccept-Ranges: bytes

)Content-Length: 73

kKeep-Alive: Timeout=10, max=100

)Connection: Keep-aliwve

Content-Type: text/html; charset=I50-8859-1

<html=

Congratulations. You'wve downloaded the file lab2-1.html!

</html=

GET /favicon.ico HTTP/1.1

Host: gaia.cs.umass.edu

User-aAgent: Mozilla/ 5.0 (windows; U; windows NT 5.1; en-uUS; rv:1.0.2) Gecko/20021120
MNetscape/7.01

laccept: text/xml,application/xml,application/xhtml+xml, textfhth; =0.9,Text,/

plain; g=0.8, u1deojx -mng, 1magefpng image/jpeq,image/gif;g=0.2,text /cs5,%,/%;0=0.1

Accept- Laﬂguage en-us, en;g=0. d|

T ——l— —— N

Endl Save&sl Erirrtl Entire conversation (2714 bytes) [" |r ASCI € EBCDIC ¢ HexDump & C Arays {8 Raw

Help Close Filter Out This Stream




Expert Info

il Tucker Hlis & West hitp-ethereal-+trace-1 - Wireshark - O] x|
Fle Edt Wew Go Capture | Analyze Statistics Help
S @ e e o DA T pElacaaB[@® -

Display Fiter Macros...

Filter: |

esrm s B
80217 Channel: I Flrewall .PCL Fules A | Decryption Mode: INUne b |

-

|~ Expression... Clear Apply ‘

Na. - Enabled Protocols. .. Shift+Ctd+R Protocol Info =

______ 19 Decode As..

e —— User Specified Decodes... MP

Follow TCP Stream

SNMP

Egnart Info
- = Expert Info Composite = : _ - —
.717289 Shemnr i http > unikeypro [ACK]
.?18993 128.119.245.1 HTrP/l 1 200 OK (text,n

.?50366 . - - 192 168 1 102 .1 404 Not Found _I
1l | |
Frame 8 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: LinksysG_da:af:73 (00:06:25:da:af:73), Dst: DellComp_4f:36:23 (00:08:74:4F:36
Internet Protocol, Src: 128.119.245.12 (128.119.245.12), Dst: 192.168.1.102 (192.168.1.102)
Transmission Control Protocol, Src Port: http (80), Dst Port: unikeypro (4127), Seq: 0, Ack: 1,

| | 2
0000 OO0 OB 74 47 36 23 00 O& 25 da af 73 0B 00 45 00 L TO6#. . ®..5..E.

0010 00 30 00 00 40 00 37 06 Oc 36 80 77 5 Oc cO a8 L0037, 6w,

0020 01 66 00 50 10 1f 6b a6 54 91 f5 32 64 b2 70 12 foPolk. T 2d.p.

0030 16 d0 0a 21 00 00 02 04 05 b4 01 01 04 02 P

File: "C:\Traces hitp-etherealtrace-1" 4443 Bytes 00:00:06 | Packets: 1_ | Profile: Def_.




Expert Info

%! Wireshark: 16 Expert Infos

Ermors: 4 Wamings: 0 Motes: & Chats: 6

=10 x|

Severity fiter: | Emor+Wam+Note+Chat| * |

1 Mote Undecoded SHMP  Unresolved value, Missing MIB

2 MNote Undecoded SHMP  Unresolved value, Missing MIB

3 Mote Undecoded SMMP  Unresolved value, Missing MIB

4 Mote Undecoded SMMP  Unresolved value, Missing MIB

7 Chat Sequence TCP Connection establish request (SYN): server port hitp

8 Chat Sequence TCP Connection establish acknowledge (SYMN+ACK): server port hitp
10 Chat Sequence HTTFP GET fetherealdabsAab2-1 html HTTP/1. 140

12 Chat Sequence HTTP HTTP/1.1 200 OKNA

13 Chat Sequence HTTP GET Aaviconico HTTPA 1''n

HTTF HTTP/1.1 404 Mot Found'rn

16 Mote Undecoded

SMMP  Unresolved value, Missing MIB

17 Mote Undecoded SMMP  Unresolved value, Missing MIB




onversations

Tl Tucker Hlis & West hitp-etherealtrace-1 - Wireshark I =] B
File Edit View Go Capture Analyze | Statistics Help
B o e B @ R Smmay FTELEIEElQaQa | M -
Protocol Hierarchy
Eilter:| I8 Conversations ~ Epression.. Clear Apply
[ Endpoirts —
B2 _-'s-'-'=.:| > Ghan 10 Graphs w7 |Decnrption Mode:IN-:-ne hd |
Conversation List » Protocol
Endpoint List * BE SNMP
Service Response Time A T07 SNV P
------ ANSI . 02 NMP get response SNMPVZ S]
i G¢ Fax T38 Analysis... 19 DNS standarc AR EN
- GSM » __ Stanard query responsc
128 119 m H.225.. TCP http > uni keypro [SYN
: : MTP3 5,12 TCP un ke ttp LACK]
004850 2 192.168. i RTP » [ HTTP FLETAE
. 717289 128.119. SoTP TCP http > uni keypro [ACK]
.?18993 128 119 &SP HTTP HTrP/’1 1 200 oK (text,n
. 15.12 HTTP GET /Tavicon.ico HTTP
N .?50366 128 119.: & VolP Calls 102 HTTP H'I‘I'P/l 1 404 Not Founil_l
, Gy WAP-WSP... B
Frame 2 (93 bytes on wire,
Ethernet II, src: Hewlett-, BOOTP-DHCP... eb:ed), Dst: Dellcomp_4f:36:23 (00:08:74:4F:36
Internet Protocol, Src: 19 Destinations... 104), Dst: 192.168.1.102 (192.168.1.102)
User Datagram Protocol, Sr Flow Graph... Port: opsview-envoy (4125)
simple Network management |  HTTF LS
IP address...
ISUP Messages...
Multicast Streams
QOMNC-RPC Programs
Packet Length ...
{l Port Type... | ﬂ
SMPPOpaﬁtlons
0000 00 08 74 4f 36 23 00 3C TP Chaam Greanh » oo ..T06#.0 .a....E. a
0010 00 4f ec d& 00 00 3c 11 = s g EL o T h..
0020 01 66 00 al 10 1d 00 3k WLAN Traffic.. 04 f..... RN & B
0020 06 70 75 62 bC 69 63 a2 24 02 02 18 21 02 01 00 .public. %...1...
0040 02 01 00 30 18 30 16 06 11 2b 06 01 04 01 Ob 02 T R 1 LI
(atal~¥al N2 N0 nAa (e s | [ e e B s e N [ T T | 1N
File: "C:\Traces \http-etherealtrace-1" 4443 Bytes 00:00:06 Packets: 1_ | Profile: Def_




Conversations

7! Conversations- hitp-etherealtrace-1 _ O]

|| e | e | sve | scre | wee: 1 | Token ing | ube: 4| use | wien |

IPv4 Conversations
Address A Address B Packets - | Bytes | Packets A-=B | Bytes A-»B | Packets A<-B | Bvtes A<-B | Rel Start Duration | bp
63.240.7615 1521681102 2 370 1 253 1 7 4626873000 0.0369 My
1521681102 152.1681.104 & hhh 3 276 3 275 0.000000000 6.0525 36
12811924512 1521681102 9 3FF2 4 1556 h 1266 4675312000 01845 84
1 | i
[¥ Name resolution [T Limit to display fiter
Help cooy || cose




IOGraphs

7l Tucker Hiis & West hitp-ethereal{race-1 - Wireshark
Hle Edit Mew Go Capture Analyze | Statistics  Help

=[afx]

R R F2lgEeaacn@Bn -
Protocol Hieranchy
Conversations ¥  Eepression.. Clear Apply |
Endpmrrts
- |Decr)'ption Mode:INone - |
Conversation List 3 Protocol L=
Endpaint List 5 01 SNMP Pv2-5MI
Service Response Time 4 T07 SNMP SNMPVZ—SH:
ANSI Y102 SNMP gt e SNMPvsz
& Fax T38 Analysis... 19 DNS ctandarc A gala
G5M N __ Standard quey responst
H.225.. TCP http = umkeypro [SYN
: MTP2 TCF e ttp | 1
1.6 30 1 RTP HTTP GET T 4Ds/ 13
.717289 128.119. SoTP TCP http = umkeypro [ACK]
.?18993 128.119. HTTP H'I‘I'Pfl 1 200 OK (text,
P & SIP-. 15.12 HTTP GET
& VolP Calls 102 HTTP HTTP/1.1 404 NOT Found hd
ul
Gy WAP-WSP...
Protocol: uDP (0x11) ﬂ
Header checksum: 0x0da7 BOOTP-DHCF...
source: 192.168.1.104 (1|  Destinations..
Destination: 192.168.1.11  FowGraph...
E User Datagram Protocol, Sri HTTP ' Port: opsview-envoy (4125)
source port: snmp (161) IP address...
Destination port: opsviel ISUF Messages...
Length: 59 Multicast Streams
Checksum: 0Oxlecd [correc ONC-RPC Programs
simple Network management |  FPackstlength =
1 Port Type... | _,I
SMF‘POpemmns
0000 00 08 74 4T 36 23 00 3C TGP 5 . |00 L3....E -
0010 00 4f ec d8& 00 00 3c 11 - a8 .0....<. ..., —
0020 01 66 00 al 10 1d 00 3k WLAN Traffic... 04 .. 01,
0030 06 70 75 62 6c 69 63 aZ 24 02 02 18 31 02 01 00 $...1
0040 02 01 00 20 18 30 16 06 11 2b 06 01 04 01 Ob 02 I -
[alal-¥a N A0 NA NS N4 Fia e T e T N (| NN NndA M . Wal
File: "C:\Traces \http-ethereal4race-1" 4443 Bytes 00:00.06 | Packets: 17 Displayed: 17 Marked: 0 | Profile: Default 4




|OGraphs

7! Wireshark 10 Graphs- hitp-ethereal trace-1 =]
— 10
— 5
[ T [ T | T T T I 0
0.0s 20s 4.0s 6=
- 2|
e X Ao
Graph 1 Color Fiter: Iudp.length Style: Line [V Tick imterval: 0.1 sec ["
I Style:  Line [ - Piels per tick: 5_[v
Graph 3| oo Fiter: || Stle: Lne | v || Vewastimeof day
Graph 4 | Color Fiter: || Ste: Lne | ||[
ra or Fitter: e: Line
= Unit:  Packets/Tick | *
Graph 5 Filter: I Style:  Line [ - Ceale: Ao [ .
Help Copy | Save | Close |




IOGraphs

7! Wireshark 10 Graphs: tew-login_cap =] E3
— 5000
— 2500
| T | T | T D
0= 20s
12
X fods
: I Style:  Line [ v ||| Tickinterval: 1sec | =
Graph 2 [Color Fiter: || Syle: Lne | |/|Peelsperfick: 5 [ ¥
Graph 3 Filter: I Style:  Line [ - I™ View as time of day
Y Fods
Graph 4 |Color  Filter: I Style:  Line [ -
it : Packets/Tick | ™
Graph 5 - Fitter: I Style:  Line [ hd
Help Copy |




IOGraphs

7! Wireshark 10 Graphs: tewlogin_cap _ O]
— 2.0s
— 1.0s
I T I T | T I T DDS
Os 20s
12
K Pods
1 Color Fitter: I Cale: frame time_deta_displayed Stvle: Line [‘r Tick interval: 1=sec [v
Graph 2 |Color  Fitter: I Calc: Style:  Line ["’ Pixels per tick: 5|
Graph 3 [~ Fiter: || Cale: Stle: Line |+ [~ View as time of day
Graph 4 | Color Fiter: || Calc: syie: Lne | v ||[¥ "
— - 1! Unit: Advanced... ["
Graph 5 | Cclor Fitter: | Cale: SUM() [+ Style: _Line _[v Scale Auto v




IOGraphs

72! Wireshark 10 Graphs: fipputfile .cap

— 50000
T T T | T T T I T T T | T /?/\ T I T T T | T T T I 0
12.0s 14.0s 16.0s 18.0s 20.0s 20
| 2l
K s
: I Calc: [DUNTH[ ¥ [|ltcp analysis window_update Style:  Line [V Tick interval: 0.1 sec ["’
Graph 2 | Color  Fitter: I Cale: AVG(T) [ ¥ |tcp len Style:  Line [ v | | Peels pertick: 5~
I Graph 3 “olr | Hiter: I Cale: SUM) [ w |tcp window_size Style:  Line [ - [™ View as time of day
Graph 4 | Color Fiter. || Calc: SUMPY |+ Syle: tne | v |[[[*
— —_— —— | | Unit: Advanced... [ hd
Graph 5 | "ol Fiter: || Calc: SUMPY | Syle: Lne [/l o = To— >




Flow Graphs

3! Tucker Blis & West hitp-ethereal-trace-1 - Wireshark =] E3
Fle Edt View Go Capture Analyze | Statistics Help
2 o el | B @ 8 & Smmay TLlEElQaQaf| Wbk -
Protocol Hierarchy
Eher:| I Conversations *  Expression.. Clear Apply
E Endpoints —
80271 Channe I > (han 10 Graphs w7 |Decryptior1 Mode:INone hd |
No. - Time Source Conversation List ' Protocol Info =
= 5 3 Endpoint List 5 04
Service Besponsze Time A T2
192.168.1  ANS! ' 102
IEFIGERE G Fax 728 Analysis... 19
GSM »[102
128.119 } & K225 102
MTP3 :__ ] unik
L - RTP b RS : CARRLCUEVEEVE |
.717289 128.119. SCTP 102 http > unikeypro [ACK]
.?18993 128.119. a S 102 H'I‘I'P,r’l 1 ZDD oK (text;
1 5 15.12 P GET Con. 1c0 HTTP
‘I 128.119.: &3 VaolP Calls 102 H'I_I'Pfl 1 404 NOT Foundﬂ_l
3y WAP-WSP_. E—
Protocol: UDP (0x11) ;l
Header checksum: OxOda7? BOOTP-DHCF...
Source: 192.168.1.104 (1! [Destinations..
Destination: 192.168.1. 1| IEIIREC S
El User Datagram Protocol, Sri HTTF Pl Port: opsview-envoy (4125)
Source port: snmp (161) IP address. .
Destination port: opsviel ISUP Messages...
Length: 59 Multicast Streams
Checksum: Oxlecd [correc ONC-RPC Programs
simple Network management |  FPacket Length.. =
1] Port Type... | _,I
SMPPOpaﬁhons
0000 C0 08 74 41 36 23 00 3C TrE Shrm (= . |00 ..TO6#.0 .a....E. -
0010 00 4f ec d& 00 00 3c 11 2HEET TR al o T h.. o
0020 01 66 00 al 10 1d 00 3k WUWT":Ich 04 Lf..... PR
0030 06 70 75 62 6c 69 63 aZ 24 02 02 18 31 02 01 00 .public. %...1...
0040 02 01 00 30 18 30 16 06 11 2b 06 01 04 01 0Ob 02 PR | O 0 R -
MME N N2 N0 NnA N3 M N7 N7 N [a%} NN NA N lal
File: "C:\Traces\http-etherealdrace-1" 4443 Bytes 00:00.06 | Packets: 17 Displayed: 17 Marked: 0 | Profile: Defautt -




Flow Graphs

7! Wireshark- Aow Graph _ O
-Choose packets
¢ Al packets " Displayed packets
-Choose flow type
¢ General flow " TCP flow

-Choose node address type

(% Standard source/destination addresses {—  Network source/destingtion addresses

oK

Close




Flow Graphs

hitp-etherealtrace-1 - Graph Analysis

SNMP: get-request SNMPvZ-5MI::enterprises.
0.017 SMMF: get-response SMNMPVZ-SMI:enterprises
1m7 SHNMP: get-request SNMPv2-SM|:enterprises.
3.035 SMMF: get-response SMNMPVZ-SMI:enterprises
4627 D'MS: Standard gueny A gais.cs.umass.edu
4 664
4675 TCF: unikeypro = hitp [SN] Seq=0 Win=5424
4694 TCF: hitp > unikeypro [SYN, ACK] Seg=0 A
4694 TCF: unikeypro = hitp [ACK] Se¢=1 Ack=1
4695 HTTF: GET /etheresHabe/lab2-1 html HTTEM.
477 TCP: http > unikeypro [ACK] Seq=1 Ack=507
4715 HTTF: HTTF/1.1 200 OK {tesctihtml)
4724 HTTF: GET /favicon.ico HTTR.1
4750 HTTF: HTTF/1.1 404 Mot Found {text/htmi)
4360 TCF: unikeypro = hitp [ACK] S2¢=383 Ack=1
6.035 SMMP: get-request SNMPwZ-SMI: :enterprises.
SNMP: get-response SNMPw2-5M1: enterprises




Right Click Filtering

Tl Tucker Hlis & West hitp-ethereal trace-1 - Wireshark =] R
File Edit View Go Capture Analyze Statistics Help
= EERE S| e T L EElQQQEH| WM -
Filter: | ~  Expression... Clear Apply
SN N I I A | Decryption Mode:INone - |
No. - Protocol Info =
102 SMP g spe SNMPV2 SM]
.._I MP get response SNMPV2 SM]
4. 19 standard ry A gala.
4. .102 DNS Standard queryr responst
4 1.102 TCP http = umkeypro [SYN
4 92, SJ__i HTrP e n—-t‘ln-'r [ :a S/ _a_
11 4.717289 128.119.245.12 1.102 TCP h‘l:tp > unikeypro [ACK] e
12 4.?18993 128. 119 245 12 1.102 HTI'P HTI'Pfl 1 200 OK (text,f
4.750366  128.119.245.12 1.102 HTTP HTTP/L.T 204 Not Found =]
4| | i
Source port: unikeypro (4127) ;l

Destination port
sequence number:

: http (80)
1 (relative sequence numbe

Expand All

[Next sequence number: 502 (relative sequen
acknowledgement number: 1 (relative ack num  Colaps= Al J
Header length: 20 bytes Apply as Fitter k
= Flags: Ox18 (PSH, ACK) Prepare a Fitter M
0... = Congestion wWindow Reduced (CWR): Colorize with Fitter b Mot Selected
L0.. = ECN-Echo: Not set Follow TCP Stream ... and Selected
. 0. = Urgent: Mot set ollow UDPS ... or Selected ;l
1 SSL .. and not Selected |
0020 5 OC 10 1 i 75 32 64 b2 6b a6 54 92 50  (Copy p oormotSeected O
0030 fa O 39 a2 00 00 47 45 54 20 2f 65 74 68 &' it Selected Packet -
0040 65 61 6c 2d 6c 61 62 73 2f 6c 61 62 32 2d 31 PO iRl
0050 ©8 74 6d 6c 20 48 54 54 50 2f 31 Ze 31 0d O: @ Wiki P 1P
0060 ef 73 74 3a 20 67 61 €9 61 2e 63 73 2e 75 &« SRR RELE -
fatatrdal T2 T2 Vs K5 EA TE NAd Aa EE 72 &5 773 A A4 & \;J Fitter Field Reference
Destination Port fcp dstport), 2 bytes | Packets: 17 Display Default i

T Dot Dot

Protocol Preferences...

3 Decode As...

Digable Protocal...

Resolve Name




Export HT TP

Tl Tucker Hlis & West hitp-etherealtrace-1 - Wireshark =] B4
File Edt View Go Capture Analyze Statistics Help

Qpen. s g @o|LeswTaaElaaan @B -
I Open Becent >

Merge... *  Expression... ' Apply
- ¥ Close Ctrl=W
o . ¢ Channel Cffset: I_ - | ::’:::E..:I = |Decr)'|::-tior1 Mode:lNone - |
Save As.. Shift+Ctrl+5 1=l

Fle et *[168.1.104

..

; Selected Packet Bytes...
= Prirt... Cid+P N

Cirl+H

717280  128.119.245.12 168.1.102 http —
718993 __128.119.245.12 192.168.1.102 HTTP/1.1 200 OK _(text,

. 750366 128 119 245 12 .168.1.102 H‘I‘I’P.f1.1 4{}4 Nc:-t Found J
0| | i

Source port: unikeypro (4127) ;l
Destination port: http (80)
Sequence number: 1 ({relative sequence number)
[Next sequence number: 502 {relative sequence number)]
acknowledgement number: 1 (relative ack number) J
Header Tength: 20 bytes

= Flags: 0x18 (PSH, ACK)
0... .... = congestion window Reduced (CwR): Not set

L0, = ECN-Echo: Not set

..0. .... = Urgent: Not set ]
| | =
0020 15 Oc 10 1T DPBEY 75 32 64 bZ 6D a6 54 92 50 18 Ii 2 d.K.T.F. a]
D030 fa fO 39 a2 00 00 47 45 54 20 2f 65 74 68 65 72 T /ether =

0040 65 61 6c 2d 6Cc 61 62 73 2f 6Cc 61 62 32 2d 31 Ze ea'l 'Iabs Jlab2-1.
0050 68 74 6d 6c 20 48 54 54 50 2f 31 2e 31 O0d Oa 4B html HTT P/1.1..H
0060 6f 73 74 3a 20 67 61 69 61 2e 63 73 2e 75 6d 61 ost: gai a.cs.uma

[alalrdal TI_TF Y EL &4 TE N Na CE 72 &0 773 A A1 &7 £C e el Lie s A s

Destination Port tcp.dstport), 2 bytes | Packets: 17 Displayed: 17 Marked: 0 | Profile: Default

B




Export HTTP Objects

Wireshark: HTTP object list

Packet num

i

25
32
41
a2z
0
119
129
157
144
147
159

o

Hostname

TS I
s wireshark, org
v wireshark, org
Wi wireshark, org
e wireshark, org
vy wireshark., org
W wireshark, org
59, addthis, com
s7.addthis.com
=7, addthis, com
v wireshark, org
=7, addrhis, comm
m

Content Type BEwtes Filenarne

PP AL I A LI oo LTI |
image/prg 137 clear.png
application)x-javascript 5141 MEnuy. js

image/png 156 nav.bg.png
application)x-javascripk 1043 mirrors, js
applicationx-javascripk 1213 downloads-1.0.2.s
image/png 45317 banner.png
image/aif 1505 button1-share, gif
applicationx-javascripk 11373 addthis_widget . js
kextfcss a1l addthis_widget,css
imagepng 795 feedls.png
irmage/aif 974 addthis-riini, aif

m

[

|glcuse| |Save 55| |Save .ﬁ.I_I|




Service Response Time - SMB

i Tucker Hlis & West smbtorture cap - Wireshark =]
Fle Edt Wew Go Capture Analyze | Statistics Help

=Y | B @ %% Smmay T2 eelaqaBnlwe®m s

Protocol Hierarchy
Eher:| [ Conversations ¥  Expression.. Clear Apply |
Endpairts —
I 10 Graphs A |Decryp1ion Mode:INone b | Vilirelese Settings...

Conversation List ¥ Betination
Endpoint List =
Se sponse Time microsoft-ds = 52703

\

[
G
¥
[

4
)
i

Protocol

2UU3-11-18 22151138

2 2005-11-18 22:31:58 1
3 2005-11-18 22:31:58 1 TCP 52703 > microsoft-ds [ack]
4 2005-11-18 22:31:58 1 ANSI » (O CAMEL SMEB Negotiate Protocol Request
5 2005-11-18 22:31:58 1 G Fax T38 Analysis... (5} DCE-RPC... SMB Negotiate Protocol Respons
6 2005-11-18 22:31:58 1 G5M » (3 Fibre Channel TCP 52703 > microsoft-ds [ack]
7 2005-11-18 22:31:58 1 SMEB Session Setup AndX Request
8 2005-11-18 22:31:58 1 & H25. (5 H225RAS... SMB session setup AndX Respons:
9 2005-11-18 22:31:58 1 MTP3 * O LDap SMB Session Setup AndX Request
10 2005-11-18 22:31:58 1 RTP » SME Session Setup Andx Respons:
11 2005-11-18 22:31:58 1 SCTP » (5} MGCP... SMB Tree Connect AndX Regquest,
12 2005-11-18 22:31:58 1 {5 NCP SMB Tree Connect AndX Response
13 2005-11-18 22:31:58 1 & SIP.. SMEB query Information Disk Reg
14 2005-11-18 22:31:58 1 & yioip Calls (5 ONC-RPC... SMB query Information Disk Res|
15 2005-11-18 22:31:58 1 (T RADIUS SMB Trans2 Reguest, QUERY_F5_II
16 2005-11-18 22:31:58 1 & WAPWSP... SMEB Trans2 Response, QUERY_FS_.
7 2005-11-18 22:31:58 1 5 5CS5l.. SMB Trans2 Reguest, QUERY_F5_II
18 2005-11-18 22:31:58 1 BOOTP-DHCP... SMB Trans2 Response, QUERY_F5_
19 2005-11-18 22:31:58 1] Destinations... SMB TransZ Request, QUER.Y_FS_IIj

| Flow Graph... (&) SMB2... | _,I

, HTTP 3
Frame 1 (74 bytes on wire, IP address

:01), Dst: Vmware_30:60:27 (00:0c:29:30:60:27)
n.1), Dst: 192.168.114.129 (192.168.114.129)

Ethernet II, Src: Vmware_cl

1 ISUP Messages...
Internet Protocol, src: 19

Multicast Streams

Transmission Control Proto ONC-RPC Programs P703), Dst Port: microsoft-ds (445), seq: 0, Len: 0
Packet Length...
Port Type...
0000 00 Oc 29 30 60 27 00 5¢  SMPP Operations... 00 ..J0 .PV A
0010 00 3c fb 5d 40 00 40 0€  TCP Stream Graph vlag  .<.]e.@. .
0020 72 81 cd df 01 bd 88 FC  yyian Traf 02 r.......
0030 16 do 67 bf 00 00 02 04 e b3  ..g.....
0040 1e 8F 00 00 00 00 01 03 03 02  emerens .. &

File: "C:\Usersro2 TEW"Desktopwireshark ‘sample capture | Packets: 36571 Displayed: 36571 Marked: 0 Profile: Default 7




Service Response Time - SMB

7l Wireshark: SMB SRT Statistice: smbt___ [l [=]

Filter: |||

Create Stat Cancel




Service Response Time - SMB

Tl SMB Service Response Time statistics- smbtorture cap
SME Service Response Time statistics
Fitter:
SMEB Commands
Index | Procedure | Calls * | Min SRT | Max SRT | Awg SRT |;I
113 Iree Disconnect b 00007 [HEIP K 00025
15 Lock And Read 13 0.00026 0.21067 0.01852
7 Rename 12 0.00033 0.96356 0.08593
12 Lock Byte Range 11 0.00016 0.29542 0.04520
13 Unlock Byte Range 11 0.00016 0.00046 0.00023 J
116 Logoff AndX 11 0.00073 0.04617 0.00782
2 Open 10 0.00027 0.99055 0.09965
10 Read 5 0.00034 0.00121 0.00074
1 Write 5 0.00145 0.06665 0.02555 ;l
TransactionZ Sub-Commands
Index | Procedurs | Calls * | Min SRT | Max SRT | Avg SRT |;
2 FIND_NEXT2 240 0.00093 0.03823 0.00245
3] QUERY_PATH_INFO 200 0.00030 0.02570 0.00176
1 FIND_FIRST2 183 0.00087 0.04508 0.00330
7 QUERY_FILE_INFO 152 0.00030 0.04077 0.00187
8 SET_FILE_INFO 50 0.00019 0.26765 0.00543
6 SET_PATH_INFO 35 0.00031 0.02258 0.00167
3 QUERY_FS_INFO 23 0.00033 0.00450 0.00093
0 OPENZ 7 0.00026 1.00611 0.06063 —
13 CREATE DIRECTORY 2 0.00213 0.00250 0.00234 ;I
NT Transaction Sub-Commands
Index | Procedure | Calls * | Min SRT | Max SRT | Avg SRT |
6 NT QUERY SECURITY DESC 58 0.00033 0.04631 0.00296
3 NT SET SECURITY DESC 44 0.00035 0.18661 0.00611
1 NT CREATE ral 0.00022 0.16868 000964
2 NTIOCTL 7 0.00041 0.05230 0.01343
4 NT NOTIFY 3 0.00326 0.00383 0.00:354
Close




3 Tucker Blis & West aaa.pcap - Wireshark
File Edit Mew Go Capture Analyze | Statistics Help

VOIP

[=l B3

& @ @ | B @ & Y 2ummay T L | EElQaQaQf|WMmE| =2
Protocol Hierarchy
Filter: | Conversations *  Expression.. Clear Apply
Endpoints
?Cé.iTCi'.ar.r.E!:l > (har 10 Graphs |Decryp1ion Mode:INone b | Wi
| Na. - | Time | ! Conversation List 'lmmaﬂon | Protocol | Info i’
. vy Endpoint List ' i . I =
2 2005-07-04 05:32:21 1  Senvice Response Time |2 168.1.255 NENS Name query NB ECT DOMAIN{]_-
3 2005-07-04 05:32:22 1 #2.168.1.255 NBNS Name guery NB ECI_DOMAIN<1,
4 2005-07-04 05:32:31 ¢ ANSI *foadcast ARP who has 192.168.1.17 Tell
5 2005-07-04 05:32:31 ¢ & Fax T38 Analysis. . Ticom_01:6e:bd ARP 192.168.1.1 is at 00:30:54
6 2005-07-04 05:32:31 1 GEM 2.168.1.1 DNS standard query A sip.cyber
7 2005-07-04 05:32:32 1 2.168.1.1 DNS standard query A sip.cyber:
8 2005-07-04 05:32:34 1 & H225. 2.168.1.1 DNS standard query A sip.cyber:
9 2005-07-04 05:32:34 1 MTP3 2.168.1.2 DNS standard guery response A |
10 2005-07-04 05:32:35 1 RTP 2.168.1.1 DNS standard query SRV _sip._u
11 2005-07-04 05:32:36 1 2.168.1.1 DNS Standard query SRV _sip._uw
12 2005-07-04 05:32:38 1 2.168.1.1 DNS standard query SRV _sip._uw
13 2005-07-04 05:32:39 ( @& licom_01:6e:bd ARP who has 192.168.1.27 Tell
14 2005-07-04 05:32:39 stlene_00:34:56 ARP 192.168.1.2 is at 00:el:ed
15 2005-07-04 05:32:40 1 2.168.1.1 DNS standard query SRV _sip._uw
16 2005-07-04 05:32:44 1 & WAP-WSP.. 2.168.1.1 DNS standard gquery SRV _sip._u
17 2005-07-04 05:32:52 1 2.168.1.1 DNS standard query PTR 1.0.0.1:
18 2005-07-04 05:32:52 1  BOOTP-DHCP.. 2.168.1.2 DNS standard guery response PTI
19 2005-07-04 05:32:52 1 Destinations... 2.242.33.35 SIP Request: REGISTER sip:sip.uj
‘I = HOEGlﬁph... s I T LI
- HTTF
Frame 1 (92 bytes on wire, IP address
Ethernet II, src: silicom_l ISUP Mess;;ges £:bd), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol, src: 19 MurticastStream-s“ . Dst: 192.168.1.255 (192.168.1.255)
User Datagram Pro‘@co'l, Sr ONC-RPC Programs , Dst Port: netbios-ns (137)
NetBIOS Name Service Packet Length.
Port Type...
D000 00 e  -MPP Operations.. 00  ........ ..n...E.
0010 00 i‘? 69 &c 00 00 80 11 IeE StreamitEraph ag Ni..... IE .......
0020 01 00 89 00 89 00 32 wWiAN Tff o P
0030 00 00 00 00 00 00 20 45 = 45 ..., E FEDEJFPE

0040 45 45 50 45 4e 45 42 45

(atalal A1 AT A1 AT A1 AT AA AN

4a 45 4f 43 41 43 41

AN N AN N

43 EEPENEBE JEOQCACAC

A A, A DR

File: "C:A\Users'ro2 TEW  Desktop'wireshar sample capture_ | Packets: 97 Displayed: 651 Marked: 0

s

| Profile: Default




VOIP Calls

72l aaa_pcap - VolP Calls P ]
Detected 4 VolP Calls. Selected 0 Calls.
Start Time - | Stop Time | Initial Speaker | From | To | Protocol | Packets | State | (e}
508.349 575435 192.168.1.2 sip:816666@voip bruriula net 5ip: 37239287044 @voip brujula net SIP 18 CANCELLED |
£92.955 727.341 192.168.1.2 sip voi 18062 @sip cybercity dk sip:0097239287044@sip cybercity.dl SIp 2 REJECTED
1307689  1359.221 152.168.1.2 sip:35104723@sip cybercity dk sip:005972359287044@sip cybercity.dl SIp 7 REJECTED
1425604 1443513 19216812 sip:35104723@sip. cybercity dic 5ip:35104724 @sip cybercity dic SIp 8 REJECTED
| | i
Total: Calls: 4 Start packets: 0 Completed calls: 0 Rejected calls: 6
Erepare Hiter (Eraph | Elayer | Select All |
Tl tp_example cap - VoIP Calls P o]
Detected 1 VolP Call. Selected 1 Call.
Start Time - | Stop Time | Initial Speaker | From To Protocol Comments

Total: Calle: 1 Start packets: 0 Completed calls: 0 Rejected calls: 0

Prepare Filter | Graph |

Player |

Select All |




VOIP Call Graph

rtp_example_ cap - Graph Analysis

HZ2E From: To: TunnHZ45:off FS:off
HZ25 TunnH245:0ff F5:off
HZ2E TunnH245:0ff F5:off
HZ25 TunnH245:0ff F5:off




VOIP RTP Player

rip_example cap - VolP - RTP Player

[
i

Jitter buffer [ms] |50 :I Decode | | | | Close

[
i

rip_example cap - VolP - RTP Player

JZ 3 4 5 3] T J

[v From 10.1.6.18:2006t0 10.1.3.143:5000 Duration:6.50 Drop by Jitter Buff:1(0.4%) Out of Seq: 1(0.4%)

[T [

[ From 10.1.3.143:5000t0 10.1.6.18:2006 Durstion:7.08 Drop by Jitter Buff:0{0.0%) Out of Seq: BN0.0%)

Jitter buffer ms] [50 :| Decode Play Cose |




SIP Analysis

3l Tucker Hiis & West aaa.pcap - Wireshark
Fle Edt Mew Go Capture Analyze | Statistics Help

=] E3

B & e = i T LIEElQQ A kM|
Protocol Hieranchy
Filter: | I Conversations *  Expression.. Clear Apply
Endpoirts
U207 Chanmel: I * [h 10 Graphs | Decryption Mode:anne - | Yiireless Settings...
No. - | Time | i Conversation List 4 'ﬁination | Protocol | Info ﬂ
TG0 = 0537 70 Endpaint List A7 168 1. - = -
2 2005-07-04 05:32:21 1  Service Besponse Time »h2. lEB 1.255 NBENS Name query NE ECI_| DOMAIN<:1
3 2005-07-04 05:32:22 1 92.168.1. 255 NBNS Name guery NB ECI_DOMAIN<1:
4 2005-07-04 05:32:31 ¢  ANSI *boadcast ARP who has 192.168.1.17 Tell
5 2005-07-04 05:32:31 ¢ &% Fax T38 Analysis. . Ticom_01:6e:bd ARP 192.168.1.1 is at 00:30:54
6 2005-07-04 05:32:31 1 GEM y P2.168.1.1 DNS standard query A sip.cyber:
7 2005-07-04 05:32:32 1 12.168.1.1 DNS Standard query A sip.cyber:
8 2005-07-04 05:32:34 1 & H225. )2.168.1.1 DNS standard query A sip.cyber:
9 2005-07-04 05:32:34 1 MTP3 »P2.168.1.2 DNS standard query response A .
10 2005-07-04 05:32:35 1 RTP yP2.168.1.1 DNS standard query SRV _sip._u
11 2005-07-04 05:32:36 1 SCTP , #2.168.1.1 DNS Standard query SRV _sip._uw
12 2005-07-04 05:32:38 1 2.168.1.1 DNS Standard query SRV _sip._uw
13 2005-07-04 05:32:39 (_'I'lcom_[]l 6e:bd ARP who has 192.168.1.27 Tell
14 2005-07-04 05:32:39 £ oy istlene_00:34:56 ARP 192.168.1.2 is at 00:e0:ed
15 2005-07-04 05:32:40 1 )2.168.1.1 DNS standard query SRV _sip._u
16 2005-07-04 05:32:44 1 @ WAP-WSP.. 12.168.1.1 DNS Standard query SRV _sip._uw
17 2005-07-04 05:32:52 1 12.168.1.1 DNE Standard query PTR 1.0.0.1:
18 2005-07-04 05:32:52 1  BOOTP-DHCP... )2.168.1.2 DNS standard query response PTI
19 2005-07-04 05:32:52 1 Destinations... 2.242.33.35 SIP Reguest: REGISTER sip:sip.nll
1| Flow Graph... | _,I
, HTTF 5
Frame 1 (92 bytes on wire, IP address
Ethernet II, src: silicom_ ISUP Mess;éges £:bd), Dst: Broadcast (ff:ff:ff:ff:ff:ff
Internet Protocol, src: 19 MuhicastStream-s" , Dst: 192.168.1.255 (192.168.1.255)
User Datagram Pr‘o‘soco'l, Sri ONC-RPC Programs ), Dst Port: nethios-ns (137)
NetBIOS Name Service Packet Length. .
Port Type...
0000 00 ec  SMPF Operations.. 00 ........ ..n...E. -
0010 00 4e 69 8c 00 00 80 11 TEF Stream GEraph 3 ET LN | I
0020 01 ff 00 B9 00 89 00 23 wWLAN T 0L .......: [P
0030 00 00 00 00 00 00 20 45 - 45 ..., E FEDEJFPE

0040 45 45 50 45 de 45 42 45 4a 45 4f 43 41 43 41 43 EEPEMNEBE JEOCACAC LI
(aTalval A1 AT A1 AT A1 AT AA NN [ o o T T O e | A AT A DR
File: "C:\Uzers'ro2 TEW Desktop wirezhar:\=ample capture_ |F‘adce‘ts: 691 Digplayed: 691 Mared: 0 Profile: Default i




SIP Analysis

SIP statistics




HTTP Analysis

T Tucker Hiis & West interet-capture-113pm-07242008 cap - Wireshark

File Edt Vew Go Capture Analvze | Statistics Help
S | =2 @ ¢ Smmay TL(EEQQaaf| WM
Protocol Higrarchy
Fitter: | IE Conversations ~  Expression... Clear Apply
Endpoirts s
?Z&.ii';'a-'-'-‘::l > [han 10 Graphs hd |Dec:'yption Mode:INone hd | Wireless Settings... ‘
Conversation List 'Istination | Protocol | Info 3
] :17:50 Endpoint List @ 115104 WI1P  Continuation Or Non-HIiTP i]
2 2008- D? 24 13:12:50 1  Senvice Response Time *b8.117.254.150 TCP acc-raid > http [ACK] seg=
3 2008-07-24 13:12:59 1 )4.2.184.130 HTTP GET /p/s/sm_vrt_3thumb_scri
4 2008-07-24 13:12:59 : ANSI *b.1.15.104 HTTP continuation or non-HTTP ti
5 2008-07-24 13:12:59 z Gy Fax T38 Analysis... .1.15.104 HTTP Continuation or non-HTTP Tl
6 2008-07-24 13:12:59 1 GE5M y JB.117.254.150 TCP acc-raid > http [ACK] Seq=
7 2008-07-24 13:12:59 1 9.166.161.121 DNS standard query A a632.qg.ak
8 2008-07-24 13:12:59 ; & H225. .1.15.104 HTTP continuation or NON-HTTP T
9 2008-07-24 13:12:59 : MTP3 »0.1.15.104 HTTP Continuation or non-HTTP Tl
10 2008-07-24 13:12:59 1 RTP y JB.117.254.150 TCP acc-raid = http [ACK] seqg=
11 2008-07-24 13:12:59 1 SCTP y|23.58.126 HTTP GET /customer/advance/9/. ol
12 2008-07-24 13:12:59 1 23.58.126 HTTP GET /customer /advance/9/. ol
13 2008-07-24 13:12:59 : & SIP.. .1.15.104 HTTP Continuation or non-HTTP Tl
14 2008-07-24 13:12:59 : o yulP Cals .1.11.13 DNS standard query response CN
15 2008-07-24 13:12:59 1 .180.195.70 TCP mcs-calypsoict > http [SYN
16 2008-07-24 13:12:59 ¢ & WAP-WSP .1.12.67 HTTP Continuation or non-HTTP TI
17 2008-07-24 13:12:59 1 .2.101. 36 TCP 3325 = http [ACK] Seg=1 Acl
BOOTP-DHCP...
19 2008- D? 24 13:12:59 1 Destinations... .2.101. 36 3325 > http [ACK] Seg=1 AC!LI
| Flow Graph... _,I
1 (1514 b i HITE ‘
e ytes on Wir e ddress... Packet Courter...
Ethernet II, src: Cisco_f7 _46:80:00 (00:15:c7:46:80:00)
ISUP Messages. .. Requests. .
Internet Protocol, Src: 20: Multicast Streams 10.1.15.104 (10.1.15.104)
Transmission Control Protos ONC-RPC Programs , Dst Port: acc-raid (2800), Seq: 1, Ack: 1, Len: 1460
Hypertext Transfer Protoco Packet Length...
Port Type...
D000 00 15 c7 46 80 00 00 03  —MPF Operstions.. 00 ...F.... k..... E. fl
0010 05 dc 36 ab 40 00 3b 0€ TCP Stream Graph HO01 RS ST - A | I
0020 Of 68 00 50 Oa FO 94 cf  wiaAN Tefi 10 .h.P.... ..4...P.
0030 1b 96 ab f0 00 00 46 1f — 19 ...... FoonlviuX..
0040 9a bl fd cf c7 f'F fd ca ¢8 b8 Of Be ch b4 85 4d ........ ....... M Ll
[alall¥al A2 ~C NE N 2~ bk E L | AN Te =n 3 F aF Oa ~4 LT 1 i
File: "C: \Users\ro?TE"ﬂl’\Desktop\mreshark\sample capture_ |F‘E|c:ke¢5 16612 Displayed: 16612 Marked 0 Profile: Default 2




HTTP Analysis — Load Distribution

Topic / tem I Court I Rate | =
= HTTF Requests by Server 515 0.041581
HTTF Requests by Server Address 515 0.041531
=l HTTP Reguests by HTTP Host 915 0.041581
img .video.ap.arg 0.000863
mi.adintersx.com 8 0.000364
blog cleveland.com 10 0.000454
tr.adinters.com 5 0.000227
money . cleveland .com 2 0.000091
www cleveland com 146 0. 006635
62.41.56.140 22 0.001000
akamai backcountrystore com edgesute net 13 0.000551
video.ap.ong 2 0.000091
www download windowsupdate .com 4] 0.000227
catalog video syndication.msn.com 12 0.000545

ibd momingstar com 4 ooooisz =
/] | i

Close




HTTP Analysis — Packet Counter

Topic / tem I Court I Rate I Percent I
[= Total HTTP Packets 3267 0148466
[l HTTF Reguest Packets 915 0.041581 28.01%
GET 859 0.03%037 53.38%
POST 47 0.002136 5.14%
HEAD 3] 0.000227 0.55%
LOCK 1 0.000045 0.11%
FROPFIND 3 0.000136 0.33%
=] HTTF Response Packets a7 0.035855 26.84%
777 broken 1) 0.000000 0.00%
Tt Informational 1 0.000045 0.11%
200 Success 634 0.028312 72.29%
Zeoe: Redirection 229 0.010407 26.11%
o Client Emor 13 0.000551 1.48%
foc: Server Emor 1] 0.000000 0.00%
Cther HTTF Pachkets 1475 0.067030 45.15%
Close




HTTP Analysis — Requests

T4l HTTP/Requests

Topic / ttem
= HTTP Requests by HTTF Host

img.video ap .org

mi . adintersx.com

blog cleveland.com

tradinters:.com

= money.cleveland.com
Sdynamic./proogy-partial{s./ibd momingstar.com/ AP Marcet IndexGraph html 3

E www cleveland.com
fimages/hp/video off
/sports/graphics/audio_blue of
fsports/graphics/gallery gif
/sports/graphics/comment .oif
fimages/hp/Backson jpg
Simages/hp/80/coupons_80 jpg
fimages/hp/110/cime_scene jpg
Jimages/hps/110/gavel jpg
fimages/hp/110/cafeterda110jpg
fimages/hps110/blake0501ap jpg



TroubleShooting TCP

Latency

LossS

Jitter

Jabber

Small Packets



Latency

The time It takes for a packet to travel from
point a to point b

Latency Is often the cause
of “slow” networks




Troubleshooting TCP Latency

= > y I

Server




T1

| SYN > /
Time=T1
< SYNIACK |

Server

T1 is the time it took from the moment the syn was sent until the client received the
syn/ack

This time is due to the wire latency + processing time of the IP stack on the server



12

| SYN > /
Time=T1
< SYN/ACK |
\ Time=T2
| ACK >
Client =

Server

T2 is the time it took from receiving the SYN/ACK until the ACK is sent.

This time is the processing time of the IP stack on the client



13

SYNACK |

\ Time=T2
| ACK >
Client =
Time=T3
| GET > Server

—)
<

T3 is the time it took from sending the ACK until the clients sends a GET.

This time is the processing time of the application on the client



SYNIACK |

Ima= | AEK [>
Client -

Time=T3
| GET > Server
Time=T4

| SYN > /

T4 is the time it took from sending GET until an ACK is received at the client.

This time is due to wire latency.



SYNIACK |

\ Time=T2
| ACK [>
Client ™=
Time=T3
| GET > Server
Time=T4

Time=T5

< DATA ]

T5 is the time it took from getting the ACK until data is received at the client.

)
<

This time is due the server application.



TIPS

Time #1 & #4 should be small on a LAN application. If not, check
your network path, nic settings and throughput.

Time #2 is the client ip stack. Should be minimal. If not, check the
driver.

Time #3 is the client application. This time will undoubtedly vary
greatly between packets. Talk to your developers if you see and
Issue here.

Time #5 is the server application. This time will also vary greatly,
but generally if #5 is huge and #4 is really, really small look at
delays caused by the server application. Start troubleshooting on
the server by looking at CPU, bandwidth, memory and disk IO.



Jitter

Jitter i1s an unwanted variation of one or
more characteristics of a periodic signal in
electronics and telecommunications. Jitter
may be seen In characteristics such as the
Interval between successive pulses, or the
amplitude, frequency, or phase of
successive cycles.

Source: Wikipedia.com



Jitter

7l Tucker Hiis & West tp_example cap - Wireshark
Hle Edit Mew Go Capture Analyze | Statistics  Help

=[ax]

& e | = @ %« Summay TLEE Qb Wdm x| H
Protocol Hierarchy
Filter: | Conversations ¥  Expression.. Clear Apply |
Endpoints T
B2 Chznmel: I * (g 10 Graphs A | Decryption Mode:INone hd |
| No. - | Time | 4 Conversation List ¥ stination | Protocal | Info i’
20020726 02:10: Endpoirt List 47 1.6.18 32803 - STC ¥
2 2002-07-26 02:19:01 1  Sewvice Response Time *p.1.3.143 TCP h323hostcall > 32803 [SYN,
3 2002-07-26 02:19:01 1 .1.6.18 TCP 32803 > h323hostcall [ACK]
4 2002-07-26 02:19:01 1  AN3I *D.1.6.18 H.225.0 CS: setup
5 2002-07-26 02:19:01 1 & Fax T38 Analysis... .1.3.143 TCP h323hostcall > 32803 [AcCK]
6 2002-07-26 02:19:01 1  gay yP.1.3.143 H.225.0 cCs: callProceeding
7 2002-07-26 02:19:01 1 .1.6.18 TCP 32803 > h323hostcall [ack]
§ 2002-07-26 02:19:02 1 & H2Z5. .1.3.143 H.225.0 cs: alerting
9 2002-07-26 02:19:02 1 MTP3 »).1.6.18 TCP 32803 > h223hostcall [ACK]
10 2002-07-26 02:19:02 1 RTP ¥ H.225.0 C5: connect
11 2002-07-26 02:19:02 1 SCTP 5 TCP 32803 > h323hostcall [ACK]
12 2002-07-26 02:19:02 1 @ Stream Analysis... TCP 32804 > 1232 [SYN] Seq=342
13 2002-07-26 02:19:02 1 & SIF.. TS TS TCP 1232 > 32804 [SYN, ACK] Se
14 2002-07-26 02:19:02 1 g yolP Calls .1.6.18 TCP 32804 > 1232 [ACK] Seq=342
15 2002-07-26 02:19:02 1 .1.3.143 H. 245 terminalCapabilityset
16 2002-07-26 02:19:02 1 & WAP-WSF.. .1.6.18 TCP 32804 > 1232 [ACK] Seq=342
17 2002-07-26 02:19:02 1 .1.3.143 H.245 masterslaveDetermination
18 2002-07-26 02:19:02 1  BOOTP-DHCP.. .1.6.18 TCP 32804 > 1232 [AcK] Seq=342
19 2002-07-26 02:19:02 1 Destinations. .. .1.6.18 H.245 terminalCapabilityset |
‘I ______ ] HO!GIEIph... ; - _I._ ﬂ
, HTTP ’
Frame 1 (74 bytes on wire, IP address
Ethernet II, Src: 3Com_22:; ISUP Meﬁ;ges 7), Dst: Iskratel_10:01:66 (00:d0:50:10:01:66)
Internet Protocol, Src: 10 MulticastStream.sn pst: 10.1.6.18 (10.1.6.18)
Transmission Control Proto ONC-RPC Programs ?803), Dst Port: h323hostcall (1720), seq: O, Len: O
Packet Length...
Port Type...
D000 00 do 50 10 01 66 00 04  SMPP Opertions.. 00 ..P..f.. v' ...E. =
0010 00 3c a4 a9 40 00 40 0€ TCF Stream Graph |01 L L BLE, XpLaa. .
0020 06 12 80 23 06 b8 cb 7 02 A T I - .
0030 16 dO 19 ca 00 00 02 04 WLAN Traffic. 54 i e T
0040 81 ¢8 00 Q0 QO QO QL O3 O3 00 i i ‘e ;I
File: "C:\Users'ro2 TEW"\Desktop'wireshark'\sample capture_ |F‘adcei5:499DispIayed:493Marked:ﬂ |Proﬁ|e: Default 2




Jitter

Fil Wireshark: RTP Streams _ O]
Detected 2 RTP streams. Choose one for forward and reverse direction for anahysis
Src IP addr - Src port | Dest IP addr Dest port | SSRC Payload Packets | Lost Max Delta ms)
10.1.3.143 RO00 101618 2006 (xDEEDEESF ITU-TG.711 PCMA 236 0 (0.0%) 3483
101618 2006 10.1.3.143 000  xF3CB2001 ITU-T G.711 PCMA 225 1{0.4%) 8612
| | I
Select a forward stream with left mouse button
Select a reverse stream with SHIFT + left mouse button
Unselect | Find Reverse Save A= | Mark Packets | Prepare Filter Copy | Analyze Close
Tl Wireshark:- RTP Streams _ O]

Detected 2 RTP streams. Choose one for forward and reverse direction for anahysis

Kl

Dest port | SSRC Payload Packets | Lost Max Delta ims) | Max Jiter ms) | Mean Jitter ims) | Pb?
2006 (xDEEDEESF ITU-T G.711 PCMA 236 0 (D.0%) 3483 0.83 037
5000 xF3CB2001 ITU-T G711 PCMA 225 1(D.4%) 86.12 7.4 284 X

[

Select a forward stream with left mouse button
Select a reverse stream with SHIFT + left mouse button

Unselect | Find Reverse Save A=

Mark Packets |

Prepare Filter

Copy | Analyze Close




7! Wireshark: RTP Stream Analysis

¢ Forward Direction | Reversed Direction |

Jitter

Analysing stream from 10.1.3.143 port 5000 to 10.1.6.18 portt 2006 SSRC = (eDEEDEESRF

=10] x|

Max detta = 0.034829 sec at packet no. 274
Total RTP packets = 236 (expected 236) Lost RTP packets = 0 (0.00%) Sequence emors =0

Packet - Sequence Delta {ms) Jitter (ms) P BW l}{bpsl Marker Status

M 59133 0.00 0.00 224 SET [Ck]
35 h9134 2557 0.00 443 [Ok]
36 h913h 3013 0.01 6.72 [k ]

7 h59136 301 0.0z 8.96 [k ]
KH] 55137 301 0.02 11.20 [k ]
35 55138 3018 0.03 13.44 [Ok]
11 h9139 2873 011 15.68 [k ]
43 h9140 29599 0.10 17.52 [k ]
45 59141 2559 0.10 2016 [k ]

7 h9142 30.02 0.09 2240 [Ok]
49 h9143 2959 0.09 2464 [k ]
A1 h9144 1z 0.09 2688 [k ]
53 59145 2553 0.09 2512 [k ]
] h9146 30.05 0.09 31.36 [Ok]

7 h9147 2589 0.09 3360 [k ]
Rg RO147 W02 nne IR R4 [Tk 1

Save payload...

Save as C5V..

Befresh

Jump to Graph

Mext non-Ck




Jitter

Tl RTP Graph Analysis Forward: 10.1.3.143:5000 to 10.1.6.18:2006 Reverse: NONE-Ot___ [ [=] E3

— 2.500ms
||||||||‘|||||HI|||‘III| L |||||||||||I|||||||||||||HII|||I||| e
T T T T | T T T T | T T T T | T T T T | T T T T o Wd
5.0s 5.50s 6.0s 6.50s 7.0
[+]
A fods
1 Fwd Jitter: 10.1.3.143:5000to 10.1.6.18:2006 (SSRC=«DEEOEESF) Tick interval: 0.01sec |
Graph 2 Fwd Difference: 10.1.3.143:5000to 10.1.6.18:2006 (SSRC=0xDEEDEESF) | | Pocels pertick: 2 [+
Eranh 1 RSN N E CME-0 (SSRC=0x0]) - Pods
Graph 4 Rvr Difference: NONE:Dto NONE:D (5SRC={k) Scale: Auta ["
Label: x=Wrong Seq. number m = Mark set

Close




LOSS

74! Wireshark: RTP Streams _ O
Detected 2 RTP streams. Choose one for forward and reverse direction for analysis
Snc IP addr - Srcport | Dest IP addr Dest port | SSRC Payload Packets | Lost Max Delta {ms)
1013143 5000 101618 2006 (xDEEQEEBF ITU-TG.711 PCMA 236 0 (0.0%) 3483
101618 2006 10.1.3.143 000 xF3CB2001 ITU-T G.711 PCMA 225 1(D4%) 8612
1] | ]
Select a forward stream with left mouse button
Select a reverse stream with SHIFT + left mouse button
Unzelect Find Reverse Save As Mark Packets Prepare Filter Copy Analyze Close




Jabber

Jabber occurs when there are excessively
long packets from a network device.



Packet Length

T3 Tucker Hlis & West tew-cle-dc001june423008-cap 1_cap - Wireshark

Fle Edt Wew Go Capture Analyze | Statistics Help
- | B @ R« 2 TL(EEAQQ 0| WME | H
Protocol Hierarchy
Filter: | [ Conversations ~  Expression.. Clear PApply
Endpoints ;I
Nao. - | Time | b 0 Graphs 2stination | Protocol | Info
181 2008-06-04 16:38:49 — .1.11.21 DNS standard query A bl.ac-ima_
182 2008-06-04 16:38:49 Conversation List Fho1.11.13 DNS standard query A a203.daZ2..
183 2008-06-04 16:38:49 Endpoirt List vp.1.11.21 DNS standard query A i247.phot:

2008-06-04

Service Hesponse Time 91010111, IPX SAP General Response

]
]
1
4 |
185 2008-06-04 16:38:49 ( 010111, FFFFFFffffff IPX RIP Response
186 2008-06-04 16:38:49 1 ANSI bp.1.11.13 DNS standard query A 1247.phot:
187 2008-06-04 16:38:49 1 g ., T38 Analysis .1.11.21 DNS Standard query response A .
188 2008-06-04 16:38:49 1 .6.12.102 DNS Standard query response A .
189 2008-06-04 16:38:49 1  G3SM *h.1.11.219 TCP blackjack > 4392 [ACK] Seq:
190 2008-06-04 16:38:49 1 & H225 . .1.11.207 TCP blackjack > skip-mc-gikreq
191 2008-06-04 16:38:49 1 MTP3 yP-1.11.21 TCP 4392 > blackjack [Ack] seg:
192 2008-06-04 16:38:49 1 .1.11.21 TCP skip-mc-gikreq > blackjack
193 2008-06-04 16:38:49 1 RIF *h.1.11.21 DNS standard query response A |
194 2008-06-04 16:38:49 1 SCTP rh.6.12.102 DNS standard query response CN,
195 2008-06-04 16:38:50 1 g sip.. .1.11.21 DNS standard query response CN
196 2008-06-04 16:38:50 1 .6.12.102 DNS standard guery response CN
197 2008-06-04 16:38:50 1 & VolP Calls .1.11.21 DNS standard query A 1273.phot
198 2008-06-04 16:38:50 1 g wWapP-WSP... .1.11.13 DNS Standard query A i273.phot:
199 2008-06-04 16:38:50 1 .1.11.21 DNS standard query A 1208.phot: «|
4] BOOTP-DHCP... | o
Frame 184 (238 bytes on wil E:i'ga::&"
Ethernet II, Src: Adaptec_| H'I:I'P Hi= 5 £:0d), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internetwork Packet eXchan
5 1 IP address...

service Advertisement Prot
General Response
Server Name: TEW-SNAPNW

ISUP Messages...
Multicast Streams
COMNC-RPC Programs

Server Name: TEW-SNAPNW
server e: QAD10B
Server Name: 0AQLOBLE _Pm T

SMPP Operations...

= fl 3
WLAN Traffic...

Text item (), 48 bytes | Packets: 2430 Displayed: 2430 Marked: 0 | Profile: Default v




Packet Length

7! Packet Length _ O] x|

Topic / tem I Court I Rate I Percent I
El Packet Length 2450 0061222

0-19 0 0.000000 0.00%

20-39 0 0.000000 0.00%

40-75 1233 0030316 49.52%

80-159 437 0.010745 17.55%

160-215 273 0.006835 11.16%

320639 242 0.005950 9.72%

6401273 40 0.000333 167%
1280-2559 260 0.006353 10.44%
2560-5119 0 0.000000 0.00°%
5120 0 0.000000 0.00%




Improving WireShark Performance

Don’t use capture filters

Increase your read buffer size

Don’t update the screen dynamically
Get a faster computer

Use a TAP

Don’t resolve names



