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Fundamentos

®» Posicionamento adequado da estacao

®» Obtencao e Instalacao do Wireshark

®» Interface em modo promiscuo - Winpcap
®» Escolha da(s) interface(s) a capturar

®» Customizacao do aplicativo

» Uso dos filtros
¢ Captura
¢ Display
®» Outras funcionalidades interessantes
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Obtencao e Instalacao

M Wireshark - Go Deep. X
&

C' B https://www.wireshark.org

= X
i Apps - Sala Virtual de Profe.. () Declaragio Anual d...

GO & 6 =
[ NOTA CARIOCA - N... {2 EskiHost - Soluges ...

[ FDP - Farejador de ... @l G1 - Lista de concur... [3 Pearson Education -... ~ »

P cPanel Login (3 Outros favoritos
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Get Acquainted v GetHelp v Develop v Our Sponsor SharkFest
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Download

Learn Go Beyond

Knowledge is Power

Get Started Now With Riverbed Technology
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Obtencao e Instalacao

M Wireshark . Go Deep. X Frededico) -
€« C' | & https://www.wireshark.org/#download

kw6 =

2% Apps w Sala Virtual de Profe.., @) Declaragdo Anual d.. [ NOTA CARIOCA - N.. D EskiHost - Solugdes... [9 FDP - Farejadorde.. (@l G1 - Listade concur.. ¢ cPanel Login [ Pearson Education -... » (O] Outros favoritos

-

NI J S , i
WlRESHARK News Get Acquainted v GetHelp v Develop v Our Sponsor SharkFest

Download Wireshark

The current stable release of Wireshark is 2.0.2.
Stable Release (2.0.2) «F

X Windows Installer (64-bit)
Windows Installer (32-bit)
Windows PortableApps® (32-bit)
OS X 10.6 and later Intel 64-bit .dmg
0OS X 10.6 and later Intel 32-bit .dmg
Source Code

Old Stable Release (1.12.10) « February 26

Documentation

More downloads and documentation can be found on the downloads page.

ireshark and the "fin" logo are registered trademarks of the Wireshark Foundation
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Instalacao

‘ Wireshark 2.0.2 (64-bit) Setup

Welcome to the Wireshark 2.0.2
(64-bit) Setup Wizard

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click ‘Next' to continue.

‘ Wireshark 2.0.2 (64-bit) Setup — X
License Agreement
Please review the license terms before installing Wireshark 2.0.2 (64-bit). ‘

Press Page Down to see the rest of the agreement.

il’his text consists of three parts: ~

Part I: Some remarks regarding the license given in
Part II: The actual license that covers Wireshark.
Part III: Other applicable licenses.

When in doubt: Part II/III is the legally binding part, Part I is just
there to make it easier for people that are not familiar with the GPLv2.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Wireshark 2.0.2 (64-bit).

< Back T
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Instalacao

‘ Wireshark 2.0.2 (64-bit) Setup

Choose Components
Choose which features of Wireshark 2.0.2 (64-bit) you want to install.

I
X

£

‘ Wireshark 2.0.2 (64-bit) Setup

Select Additional Tasks
Which additional tasks should be done?

X

The following components are available for installation.

Select components to install:

-..[¥] TShark

..[¥] Wireshark 1

&)-[¥] Plugins & Extensions
- [ Tools

»»»»» User's Guide

Description

Space required: 168.3MB

Create Shortcuts
Wireshark Start Menu Item
Wireshark Desktop Icon
[ wireshark Quick Launch Icon
Wireshark Legacy Start Menu Item
[] wireshark Legacy Desktop Icon
[Jwireshark Legacy Quick Launch Icon

File Extensions
(®) Assodiate trace file extensions to Wireshark
(O Assodiate trace file extensions to Wireshark Legacy

(O None

Extensions: Svw, acp, apc, atc, bfr, cap, enc, erf, fdc, out, pcap,
pcapng, pkt, rf5, snoop, syc, tpc, trl, trace, trc, vwr, wpc, wpz

! -k aller fFras
shark Inskaller (km

< Back

Cancel
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‘ Wireshark 2.0.2 (64-bit) Setup
Choose Install Location
Choose the folder in which to install Wireshark 2.0.2 (64-bit).

Choose a directory in which to install Wireshark.

Destination Folder

|

Browse...

Space required: 168.3MB
Space available: 25.4GB

ark Installer(tm)

< Bad;

==

Instalacao

‘ Wireshark 2.0.2 (64-bit) Setup — X
Install WinPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? ‘

Currently installed WinPcap version

e s ab o T s gl
finPcap i1s currently not installed

Install

Install WinPcap 4.1.3
(Use Add/Remove Programs first to uninstall any undetected old WinPcap versions)

What is WinPcap?
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M WinPcap - The Wireshark... X =+ -

8 | https://wikiwireshark.org/WinPcap BE1|¢ 9|~ Q Pesquisar w8 9 3 A 40

(‘ Entrar Titulos
WIRESHARK RWVGIIET

FrontPage RecentChanges FindPage HelpContents | WinPcap

Instalacao

©-

Texto

Pagina imutével Informagdes Anexos |MaisA;6es: VI

M Wireshark 2.0.2 (64-bit) Setup

Install USBPcap?
USBPcap is required to capture USB traffic. Should USBPcap be installed?

X

£

Windows Packet Capture (WinPcap)

WinPcap is the Windows version of the libpcap library; it includes a driver to support capturing packets.
Wireshark uses this library to capture live network data on Windows.

See CaptureSetup/CapturePrivileges for information about using the WinPcap driver with Wireshark.
General information about the WinPcap project can be found at the WinPcap web site.

The libpcap/WinPcap file format description can be found at: Development/LibpcapFileFormat
WinPcap Versions

Awe strongly recommend that you use version 4.1.2 or 3.1. Some annoying bugs are fixed in these versions!
See the "Add or Remove Programs" list of the "Control Panel” for the installed version.

Latest Stable Release: 4.1.2

The current WinPcap release version is 4.1.2. The 4.1.x versions contain the following improvements:

e Support for Windows XP, Vista, 2008, Win7 and 2008R2 64 bit
® Allows remote capture to work with Wireshark
® Based on libpcap 1.0

WinPcap 4.x does not support Windows 3.1, 95, 98, or ME.
Previous Stable Release: 3.1
This version contains substantial bug fixes and extensions above the 3.0 release:

e based on libpcap 0.9.3, with many fixes and extensions above the older version

Currently installed USBPcap versi

on
SBPcap is currently not 1

Install
Install USBPcap 1.1.0.0-g794bf26

(Use Add/Remove Programs first to uninstall any undetected old USBPcap versions)

What is USBPcap?

<ot

Cancel
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... works on XP, Vista, 7 and 8

USBPcap - USB Packet capture for Windows

USBPcap is an open-source USB sniffer for Windows.

o Lne Soure Oebeetion  Protocol Length_ lalo

host uss 3 GET DRSCRIPIOR RESPONSS STRING
158 28 GET DESCRIPTOR Statuy
=) 36 GET DESCRIPTOR Reuest STRING

< & L

LEallet

0000
0010

DESCRIPTOR ROSPONse 5TRING[Malfarmed

Download

Digitalty signed instalier for Windows XP, Vista, 7 and 8B, both x86 and »64 is available at

Bintray. After installation you must restart your computer.

USBPcapSetup-1.0.0.7.exe
Wireshark

USBPcap support was commited in revision 48847 (Wireshark #8503). The first offical

Wireshark version that supports USBPcap is 1.10.0rcl,

USBPcap

- Main page

« Illustrated Tour

« Capture format

« Capture limitations
« Donors

Develop

« Develop

« Block diagram
« Capture buffer
« Wireshark
dissectors
USBPcap TODO

Links

- GitHub project page
« Report issue

« Changelog

- Wiki

W Foliow @USBPeag

BN - |

E Google Groups

Subscribe to USBPcap

e —
e

Visit this group

Instalacao

(7 WinPcap 4.1.3 Setup

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will guide you through the entire WinPcap
installation.

For more information or support, please visit the WinPcap
home page.

http: //www.winpcap.org
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(1 WinPcap 4.1.3 Setup =

Press Page Down to see the rest of the agreement.

\() le License Agreement
; ln caP Please review the license terms before installing WinPcap 4.1.3.

“opyright (c) 1999 - 2005 NetGroup, Politecnico di Torino (Italy). A
Copyright (c) 2005 - 2010 CACE Technologies, Davis (California).

Copyright (c) 2010 - 2013 Riverbed Technology, San Francisco (California).

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.
2 R_edistribuﬁ_ons in l?.inary fqrm_must repr_odu.ce the above copw_/(ight notice, this .Iist of w

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install WinPcap 4.1.3.

Mullsoft Install System vz, 46

< Back 1 Agree Cancel

Instalacao

(57 WinPcap 4.1.3 Setup s

K ‘) ) Installation options
4 ln caP Please review the following options before installing WinPcap

4.1.3

Automatically start the WinPcap driver at boot time

Mullsoft Install System vZ,.46

< Back Install Cancel
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M Wireshark 2.0.2 (64-bit) Setup — M Wireshark 2.0.2 (64-bit) Setup -

Completing the Wireshark 2.0.2

Installing
Please wait while Wireshark 2.0.2 (64-bit) is being installed. ‘ % b
E (64-bit) Setup Wizard

Your computer must be restarted in order to complete the
installation of Wireshark 2.0.2 (64-bit). Do you want to
reboot now?

Extract: Qt5Widgets.dll

Extract: icuin52.dll A
Extract: icuuc52.dll

Extract: icudt52.dll... 100%

Extract: QtSCore.dll

Extract: Qt5Gui.dll

Extract: QtSMultimedia.dll

Extract: QtSNetwork.dll

Extract: QtSPrintSupport.dil

Extract: Qt5Svg.dll

Extract: Qt5Widgets.dll v

(® Reboot now

(O 1 want to manually reboot later

< Back Next = Cancel < Bach Finish Cancel

(03]
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M The Wireshark Network Analyzer

- O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AdE2® L RBIRes=2F EFIE QAQQAR
lﬂ 1Appl‘~/ a display filter ... <Ctrl-/>

.J ~|Expression.. +

Welcome to Wireshark
Capture
...using this filter: [ l Enter a capture filter ... - |

Conexdo Local* 4

Conexdo de Rede sem Fio
Conexdo de Rede Bluetooth
Conexdo Local* 2

Conexdo local M\a S~

Learn

User's Guide - Wiki - Questions and Answers ° Mailing Lists
You are running Wireshark 2.0.2 (v2.0.2-0-ga16e22e from master-2.0). You receive automatic updates.

-’.

Ready to load or capture || No Packets \ | Profile: Default
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M *Conexio local - O X
A Capturing from Conexdo local - O X File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help A1 Copy » : = Q Q Q ﬂ
Aamae TREBRe2=Z2P I SEQAQAaQH (W& R Find Packet... Ctrl+F o3 ~|Expression.. +
[i IApplv a display filter ... <Ctrl-/> =3 ~|Expression.. + No. Find Next Ctrl+N tination Protocol Length Info A
No. Time Source Destination Protocol  Length Info (g Find Previous Ctrl+B 245.197.57 TCP 1454 [TCP segment of a reassem
5586 19.732283 63.245.197.57 192.168.1.116 TcP 60 443 > 49823 [ACK] Seg=1 A 245.197.57 TCP 1454 [TCP segment of a reassem
5587 19.732935 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reassem Mark/Unmark Packet Ctrl+M ».168.1.116 TCP 60 443 > 49823 [ACK] Seq=1 A
5588 19.739573 63.245.197.57 192.168.1.116 TCP 6@ 443 > 49823 [ACK] Seq=1 A Mark All Displayed Ctrl+Shift+ M 245.197.57 TCP 1454 [TCP segment of a r‘eassemg
5589 19.740196 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reassem .168.1.116 TCp 60 443 » 49823 [ACK] Seg=1 A
: 5 1. i 2 i 4 Unmark All Displayed Ctrl+Alt+M T Ao |
5596 19.741165 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reassem piay i .168.1.116 Tcp 60 443 - 49823 [ACK] Seq=1 A
5591 19.751454 63.245.197.57 192.168.1.116 TCP 60 443 - 49823 [ACK] Seg=1 A Next Mark Ctrl+ShifteN [ os 197,57 s A e |
5592 19.752002 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reassem , ) el [TCP segment of a reassen=m
5593 19.752948 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reassem Previous Mark Ctrl+Shift+B  $245.197.57 Tce 1454 [1CP segment of a reassen
5594 19.761847 63.245.197.57 192.168.1.116 TCP 60 443 > 49823 [ACK] Seq=1 A - 2.168.1.116 TCP 60 443 > 49823 [ACK] Seq=1 A
5595 19.762404  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reassem Ignore/Unignore Packet Ctrl+D 245.197.57 TCP 1454 [TCP segment of a reassem
L 5596 19.763281 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reassem Ignore All Displayed Ctrl+Shift+D  2.168.1.116 TCP 60 443 > 49823 [ACK] Seq=1 A
v v
. . Unignore All Displayed Ctrl+ Alt+D 245.197.57 TCP 1454 [TCP segment of a reassem
< >
Fr:“'e 1: 60 bytes on wire (480 bits)z 60 :ytes capturet)i (480 bitsi £ i:;erfa:e ?M —— Fi Set/Unset Time Reference Ctrl+T es captured (480 bits) on interface @
Ethernet II, Src: CiscoInc_a2:47:48 (50:3d:e5:a2:47:48), Dst: HewlettP :66:12 :b5:2f:fb:66:f2 ey . = YR Y o = By =y =
Internet Protocol Version 4, Src: 63.245.197.57, Dst: 192.168.1.116 & Unset All Time References Ctrl+Alt+T P02 AR), Dty oW cEEp thebncf2 (bLDE Al theet: 1)
2 ; 7 S Rk ; 5 R Ir .57, Dst: 192.168.1.116
Transmission Control Protocol, Src Port: 443 (443), Dst Port: 49823 (49823), Seq: 1, Ack: 1, Len: @ i A
® (4920 ( de3eq Ly : T Pit T eeetencs SO AU (443), Dst Port: 49823 (49823), Seq: 1, Ack: 1, Len: @
Previous Time Reference Ctrl+Alt+B
b4 bs 2f fb 66 f2 50 3d e5 a2 47 48 08 @0 45 80  ../.f.P= ..GH..E — Time Shift... Ctrl+Shift+T
90 238 80 7e 0@ 0@ f3 06 8@ @6 3f f5 c5 39 c@ a8 fomvines oodii9es 80 45 ee /.f.P= ..GH..E
01 74 @1 bb c2 9f 49 dc 5c 13 98 10 92 89 50 10  .t....I. \..... P. Packet Comment... 39 c@ a8 (RS Ee
@1 37 52 6e 0D 00 00 G2 20 20 20 20 7Rn.... 89 50 10 e ST Rawaud P.
Configuration Profiles... Ctrl+Shift+ A -7Rn.
% : T T Preferences... Ctrl+Shift+P
@ 7 Conex3olocal: <live capture in progress> || Packets: 5596 - Displayed: 5596 (100.0%) || Profile: Default
@ 7 wireshark_pcapng_16738942-2CEE .. 4B5E980C_20160304202006_a0793(| Packets: 7008 * Displayed: 7008 (100.0%) || Profile: Default
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M Wireshark - Preferences

Vv Appearance

Layout
Columns

Font and Colors

Capture

Filter Expressions
Name Resolution
Protocols
Statistics
Advanced

1 1 1 | 2 1
2 — 3 3
= 2|3 3 2

Pane 1: Pane 2: Pane 3:

(® Packet List (O Packet List (O Packet List

(O Packet Details (® Packet Details (O Packet Details

(O Packet Bytes (O Packet Bytes (O Packet Bytes

(O None (O None (® None

[T] show packet separator on Packet List

:Resbore Defaults |

cocs

Help

|)|+r

I

Customizacao

M *Conexdo local

File Edit

A W 7

View Go

RRE {Res=

®

Capture  Analyze

Telephony  Wireless

Tools Help

SEEQAQAQEH

W | Apply a display filter ... <Ctrl-/>
[_

=3 ~| Expression.. +

No. Time Source Destination Protocol Length Info |5
= 1 0.000000 63.245.197.57 192.168.1.116 TCP 60 443 » 49823 [ACK] Seq=l.. |
2 0.000000 63.245.197.57 192.168.1.116 TCP 60 443 > 49823 [ACK] Seq=1.. ™™
3 9.0883e5 192.168.1.116 63.245.197.57 TLSv1.2 1454 Ignored Unknown Record
4 ©.000397 192.168.1.116 63.245.197.57 TLSv1.2 1454 Ignered Unknown Record
5 ©.009319 63.245.197.57 192.168.1.116 TCP 60 443 - 49323 [ACK] Seg=1..
6 0.009320 63.245.197.57 192.168.1.116 TCP 60 443 » 49823 [ACK] Seq=1..
7 0.009622 192.168.1.116 63.245.197.57 TLSv1.2 1454 Ignored Unknown Record
8 0.010126 192.168.1.116 63.245.197.57 TLSv1.2 1454 Ignored Unknown Record |
9 0.821728 63.245.197.57 192.168.1.116 TCP 66 443 > 49823 [ACK] Seg=1.. |
10 ©.821729 63.245.197.57 192.168.1.116 TCP 60 443 » 49823 [ACK] Seq=1..
11 ©.022012 192.168.1.116 63.245.197.57 TLSv1.2 1454 Ignored Unknown Record |
12 9.822636 192.168.1.116 63.245.197.57 TLSv1.2 1454 Ignered Unknown Record
13 2.0832800 63.245.197.57 192.168.1.116 TCP 60 443 - 49323 [ACK] Seg=1..
14 9.833028 192.168.1.116 63.245.197.57 TLSv1.2 1454 Ignored Unknown Record “—
15 0 _A35304 63 245 107 57 192 168 1 114 Icp A@ 443 » 40323 [ACK] Sea=1

Frame 1: 6@ bytes on wire (480 bits), 60 bytes captured (480 bits) on interface @
Ethernet II, Src: CiscoInc_a2:47:48 (50:3d:e5:a2:47:48), Dst: HewlettP_fb:66:f2 (b4:b5:2f:fb:66:2)

Internet Protocol Version 4, Src: 63.245.197.57, Dst: 192.168.1.116

Transmission Control Protocol, Src Port: 443 (443), Dst Port: 49823 (49823), Seq: 1, Ack: 1, Len: @

e 7 wireshark _pcapng_16738942-2CEE...4B5E980C_20 160304202006_a07934f] Packets: 7008 - Displayed: 7008 (100.0%) H Profile: Default

@ 7 wireshark_pcapng_1673...20160304202006_a07936|| Packets: 7008 - Displayed: 7008 (100.0%) - Dropped: 0 (0.0%) || Profile: Default
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M “Conexdo local — O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Main Toolbar = Qg ¥
Filter Toolbar 3 ~|Expression.. +
No. 1 Wireless Toolbar n Protocol Length Info A~
i 1( ¥ StatusBar .1.116 TCP 6@ 443 = 493823 [ACK] Seq=1.., |
21 .1.116 TCP 60 443 > 49823 [ACK] Seg=1.. ™™
3( ¥ PacketList 197.57 TLSv1.2 1454 Ignored Unknown Record
4 { v Packet Details 197.57 TLSv1.2 1454 Ignored Unknown Record
51 v Packet Bytes .1.116 TCP 60 443 > 49823 [ACK] Seqg=1l..
6 .1.116 TCP 6@ 443 > 49823 [ACK] Seq=l..
71 Time Display Format » 1197.57 TLSv1.2 1454 Ignored Unknown Record
81 N Resoluti 3 197.57 TLSv1.2 1454 Ignored Unknown Record
ame Resolution
9 : .1.116 TCP 66 443 » 49823 [ACK] Seg=1..
16t oo > .1.116 TCP 60 443 > 49823 [ACK] Seq=1..
11 ( 197.57 TLSv1.2 1454 Ignored Unknown Record =
12 4 Expand Subtrees Shift+Right 197.57 TLSv1.2 1454 Ignored Unknown Record
{ . 3 L TCP oL 4 =1..
13 Expand All Ctrl+Right 1.116 C 60 443 > 49823 [ACK] Seg=1
14 1 197.57 TLSv1.2 1454 Ignored Unknown Record
15 4 CO"BPSEA" Ctrl+Left 2 1 116/ TP AR 443 5 49823 TACK] Sen=1 v
Frame ]=— Colorie Packee Lk aptured (480 bits) on interface @
Ethernefaa -2 2M2¢ acke -5 :47:48), Dst: HewlettP_fb:66:f2 (b4:b5:2f:fb:66:f2)
Interne Coloring Rules... Dst: 192.168.1.116
Transmi Colorize Conversation » 13), Dst Port: 49823 (49823), Seq: 1, Ack: 1, Len: @
H Resize Columns Ctrl+Shift+R
Internals 4
Show Packet in New Window
—— [€& Reload Ctrl+R
@ 7 wresnark-peapng-1o7sTZUTOUSUSZUZ0US B IS Fackets: 7008 - Displayed: 7008 (100.0%) - Dropped: 0 (0.0%) || Profile: Default

Customizacao

M Wireshark - Coloring Rules - Default

¥ Spanning Tree Topology Change stp.
W OSPF State Change
M ICMP errors

icmp || icmpvé
tep.flags.reset eq 1
¥ SCTP ABORT sctp.chunk_type eq ABORT
™ TTL low or unexpected (lip.d 224.0.0.0/4 &8 ipttl < 5 &8 !pim &&

M sm smb || nbss || nbns || nbipx || ipxsap || netbios

HTTP http || tcp.port == 80 || http2
IPX ipx || spx
DCERPC dcerpc
Routing hsrp || eigrp || ospf || bgp || cdp || vrrp || carp || gvrp || igmp || ismp
A e fin==1
TCP tcp
ubP udp

<

Double click to edlt. Drag to move. Rules are processed in order until 3 match is found.
+| = &

Cancel

Import...

Export...

Help
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M *Conexdo local - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 0 [[MABQRex>2>=F IE|EQAQAQAH
l“lﬁ«ppi’v‘&drspla’r,‘ filter ... <Ctrl-/> ﬁj ~ | Expression... +
No. Time Source Destination Protocol Length Info 22
1 0.000000 63.245.197.57 192.168.1.116 TCP 6@ 443 > 49323 [ACK] Seq=1~?
{ 2 0.000000 63.245.197.57 192.168.1.116 TCP 6@ 443 > 49823 [ACK] Seq=1l..
3 0.e883e5 192.168.1.116 63.245.197.57 TLSv1.2 1454 Ignored Unknown Record M
Frame 1: 60 bytes on wire (480 bits), 6@ bytes captured (48@ bits) on interface @ A

Ethernet II, Src: CiscoInc_a2:47:48 (50:3d:e5:a2:47:48), Dst: HewlettP_fb:66:f2 (b4:b5:2f:fb:66:2)
> Internet Protocol Version 4, Src: 63.245.197.57, Dst: 192.168.1.116
V¥ Transmission Control Protocol, Src Port: 443 (443), Dst Port: 49823 (49823), Seq: 1, Ack: 1, Len: @
Source Port: 443
Destination Port: 49823
[Stream index: @]
[TCP Segment Len: 0]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 2@ bytes
Vv Flags: ox@1e (ACK)
@00. .... .... = Reserved: Not set
..® .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..8. .... = Urgent: Not set
..1 .... = Acknowledgment: Set
. @... = Push: Not set
.8.. = Reset: Not set
..0. = Syn: Not set
ceee 2aes +..0 = Fin: Not set
[TCP Flags: *******A****]
Window size value: 311
[Calculated window size: 311]
[Window size scaling factor: -1 (unknown)]
Checksum: ©x526e [validation disabled] v

@ 7 wireshark Jxapng_1673...20160304202006_a07936§i Packets: 7008 * Displayed: 7008 (100.0%) * Dropped: 0 (0.0%) H Profile: Default
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Filtros: Display

‘ . j @ ota} ) i . :
| M Wireshark - Display Filter Expression

o — T @ e

N P AN ST

(W Tss

No.

Time
1 0.000000
5 ©.809525
0.910147
@.e10767
©8.019136
11 ©.019747
9.030551
©9.030968
2.031569
18 ©.048949
20 0.858557
22 0.066122
24 0.079396

NAC 0 _NAIEIA

Frame 1: 1454 byt
Ethernet II, Src
> Internet Protocol
» Transmission Con{
Secure Sockets L3

50 3d eS
85 a@ 72
cS 3% c2
eo fe f2
el 6d cb
10 cb 7c

a2 4
71 4
9f @
al ¢
25 b
62 9

Field Name

Relation

ip.opt.sid - Stream Identifier
ip.opt.time_stamp - Time stamp

ip.opt.time_stamp_addr - Addr...

ip.opt.type - Type
ip.opt.type.class - Class
ip.opt.type.copy - Copy on fra...
ip.opt.type.number - Number
ip.proto - Protocol

ip.reassembled.data - Reassem...
ip.reassembled.length - Reasse...

ip.reassembled_in . Reassembl...
ip.rec_rt - Recorded Route
ip.rec_rt_host - Recorded Rout...
ip.src - Source

ip.src_host - Source Host
ip.src_rt - Source Route

ip.src_rt_host - Source Route H...

ip.subopt_too_long : Expert Info
ip.tos - Type of Service
ip.tos.cost - Cost

ip.tos.delay - Delay
ip.tos.precedence - Precedence
ip.tos.reliability - Reliability
ip.tos.throughput - Throughput
ip.ttl - Time to live

ip.ttl.Inch - Expert Info
ip.ttl.too_small - Expert Info
ip.version - Version

> |Pv6 - Internet Protocol Version 6

~

is present
I=
>
<

o d
nn

A

Value (IPv4 address)

[192.168.1.116

Predefined Values

Search:

Range (offset:length)

'7‘ A
@ """es"a"f.—p,‘??’j' ip.src == 192.168.1.116

Qlick OK to insert this filter

L
M *Conexio local = O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AEm 7O Re=2EZEP LS ERAQH
j Expression... + [i IiP-SfC == 192.168.1.116 "] Expression... +
" No. Time Source Destination Protocol Length Info A
EOf a reass.. = 1 0.000000 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
of a reass.. 5 ©.089525 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
Z: : ,"-ZZEZ 6 ©.010147  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass. |
lea 7 8.010767 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
of a reass.. 10 ©.019136 192.168.1.116 63.245.197.57 SSLv2 1454 Encrypted Data
of a reass.. 11 @.819747 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
of a reass.. 13 ©.830551 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. —
°: @ reass. 15 0.830968 192.168.1.116 63.245.197.57 TCP 1003 [TCP segment of a reass.
r e
.- 16 0.031569  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
A SR 18 ©.048949  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
of a reass..' 20 ©.058557 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
= 22 ©8.066122 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass. |
24 ©.079396 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..'
5:32:47:48) b V- - W - L W~ WY 109 169 1 114 L2 24K 103 £33 TCOD 1454 [TCOD -~ + ok o o ¥
k1, Len: 1400 Frame 1: 1454 bytes on wire (11632 bits), 1454 bytes captured (11632 bits) on interface @
Ethernet II, Src: HewlettP_fb:66:f2 (b4:b5:2f:fb:66:f2), Dst: CiscoInc_a2:47:48 (50:3d:e5:a2:47:48)
Internet Protocol Version 4, Src: 192.168.1.116, Dst: 63.245.197.57
Transmission Control Protocol, Src Port: 49823 (49823), Dst Port: 443 (443), Seq: 1, Ack: 1, Len: 1400
Secure Sockets Layer
~
v 50 3d e5 a2 47 48 b4a b5 2f fb 66 f2 @8 0@ 45 00 P=..GH O . <t A
| Profie: Default 05 a0 72 71 40 00 80 @6 ©0 00 c@ a8 @1 74 3f f5  ..rq@... ..... t2.
- c5 39 c2 9f 01 bb ab b4 ed 48 49 dc f1 05 50 1@ Sieiani .@I...P.
00 fe f2 al 20 @0 bd fo 8d 17 bl @8 4d 26 30 36 ........ ...M&O6
el 6d cb 25 bc ee 3f 66 63 9a e8 05 @b 7 e5 de [ 1 S o D SO
18 cb 7c 62 9f d1 24 75 ab 85 19 43 50 3@ 6a b8 |b..%u cPej. v
@ 7 wireshark_pcapng_16738..._20160304205113_a0845(| Packets: 4216 - Displayed: 2200 (52.2%) * Dropped: 0 (0.0%) || Profile: Default r—
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- B ; : 2
M \ireshark . Display Filter Expression ? X M “Conaialacal = O X
Field Name Relation File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
SoupBinTCP - SoupBinTCP A | |is present A nm . @® RRE Qes=Zq I 5T EQAQQER
SPPY : SP.DY o (W ]ssl ~| Expression...  +
Spice - Spice protocol 1=
SPNEGO - Simple Protected Negot... > No. Time Source Destination Protocol Length Info |23l
SPNEGO-KRB5 - SPNEGO-KRB5 < i 1 0.000000 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.
SPOOLSS - Microsoft Spool Subsys... g 5 ©.889525  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.
SPP . Sequenced Packet Protocol 2 6 ©.010147  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.
SPRAY . SPRAY contains 7 0.010767 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
SPRT - Simple Packet Relay Transp... S 10 ©.019136  192.168.1.116 63.245.197.57 ssLv2 1454 Encrypted Data
SPX - Sequenced Packet eXchange 11 ©.019747  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
SRP . H.324/SRP 13 @.030551  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
SRVLOC . Service Location Protocol 15 0.030968  192.168.1.116 63.245.197.57 TCP 1003 [TCP segment of a reass.
SRVSVG ShrverService 16 ©.031569 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
SSCE-NNI - SSCE-NNI 18 ©.048949 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
SSCOP . SSCOP Value (Protocol) 20 0.858557 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
SSH . SSH Protocol 22 8.066122 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
24 8.079396 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
SSL . Secure Sockets Layer .
Predefined Values G N _AVIEIA 102 169 1 114 L2 1245 107 £ TCD 1454 LTCO + of o con-e

SSP . Scripting Service Protocol

SSS - Novell SecretStore Services
SSTP - Secure Socket Tunneling Pr...
STANAG 4607 - STANAG 4607 (GM...
STANAG 5066 DTS - STANAG 5066...
STANAG 5066 SIS - STANAG 5066 (...
StarTeam . StarTeam

STAT . Network Status Monitor Pr...
STAT-CB - Network Status Menito...
STP - Spanning Tree Protocol

STT . Stateless Transport Tunneling

Frame 1: 1454 bytes on wire (11632 bits), 1454 bytes captured (11632 bits) on interface @
Ethernet II, Src: HewlettP_fb:66:f2 (b4:b5:2f:fb:66:f2), Dst: Ciscolnc_a2:47:48 (50:3d:e5:a32:47:48)
> Internet Protocol Version 4, Src: 192.168.1.116, Dst: 63.245.197.57
Transmission Control Protocol, Src Port: 49823 (49823), Dst Port: 443 (443), Seq: 1, Ack: 1, Len: 1400
Secure Sockets Layer

STUN : Session Traversal Ulilities f... I ) 5@ 3d e5 a2 47 48 b4 b5 2f fb 66 2 @8 00 45 00  P=..GH.. /.f...E. ~
@5 a@ 72 71 40 0@ 30 @6 ©0 @0 c@ a8 @1 74 3f 5  ..rq@... ..... £2.
Search: | €5 39 c2 9f @1 bb ab b4 ed 46 49 dc f1 85 50 18  .9...... .@I...P.
= | 80 fe f2 al 80 @0 bd f@ 8d 17 bl 08 4d 26 38 36  ........ ....MROG
el 6d cb 25 bc ee 3f 66 63 9a e8 05 @b f7 e5 de a2 F Cuiiasrazia
Qlick OK to insert this filter 18 cb 7c 62 9f d1 24 75 ab 85 19 43 50 38 6a b8  ..|b..%u ...CP@j. G
Cancel Help @ 7 wireshark_pcapng_167389..C_20160304205113_a0845|| Packets: 4216 * Displayed: 259 (6.1%) * Dropped: 0 (0.0%) || Profile: Default
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M CaptureFilters - The Wires.. X [i] LOGIN | PORTAL ABCP X ‘ +
€ @ hittpsy//wikiwireshark.org/CaptureFilters B¢ %I~ Q Pesquisar

( 1 Entrar
WL =Y, VU@ captureFilters

FrontPage  RecentChanges FindPage | HelpContents Capmunhus

Pagina imutavel Informagdes Anexos lMaisAgBes: V|

CaptureFilters

An overview of the capture filter syntax can be found in the User's Guide. A complete reference can be found in the expression section of the
tcpdump manual page.

Wireshark uses the same syntax for capture filters as tcpdump, WinDump, Analyzer, and any other program that uses the libpcap/WinPcap
library.

If you need a capture filter for a specific protocol, have a look for it at the ProtocolReference.

Conteudo

1. CaptureFilters
1. Examples
2. Useful Filters
3. Default Capture Filters
4. Further Information
5. See Also
6. Discussion

Examples

Capture only traffic to or from IP address 172.18.5.4:
host 172.18.5.4
Capture traffic to or from a range of IP addresses:

net 192.168.0.08/24
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Secure Sockets Layer

No ARP and no DNS

not arp and port not 53

Non-HTTP and non-SMTP to/from www.wireshark.org not port 80 and not port 25and h

1EX ( - O
M “Conexio local = O X a
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help A M o BONL ili Q b T . e =
= ‘ u i @ EE B —
4 = ® ® Options... Ctrl+K = Q Q @. IE ‘ © @ = U XEE Q Q Q ﬂ
‘ Apply a display filter ... <Ctrl-/> v | E jon... +
(W] Apply a display fiter .. < M Start Ctrl+E ~| Expression...  + (W T aoply » dsplay fier . <ct e
B Stop Ctrl+E I h o Y No. Time Source Destination Protocol Length Info
ro0s o f Froncs ) Eengte | I — |~ 1e0.000008 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
NP L Restart Ctri+R s s 2458 [TCP segment of areass.| | 2 0.009221  63.245.197.57 192.168.1.116 TCP 60 443 > 49823 [ACK] Seg=l.|
2 0.009221 i .116 TCP 60 443 > 49823 [ACK] Seq=1.. | Soionnsn e R e 6p 443 o saz33 [ACK] Seq-l. |
i 232221 Refresh Interfaces F5 ﬁg liz 22 z: = :::g Eiﬁﬂ zeq=i"' 4 6.009221 M Wireshark . Capture Filters ? X [[ACK] Seg=1..|
> g 3 £ 5 ©.889525 of a reass..
5 @.809525  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. ool o - AR
6 ©.010147 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. | 7 0.010767 Bt i eas=
7 ©.010767  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. | I Ethernet address 00:00:5e:00:33:00 ether host 00:00:5€:00:53:00
8 0.018891 192.168.1.116 ' 56 [TCP Dup ACK 4#1] 443 .. BB e Ethernet type 0x0806 (ARP) ether proto 0x0806 [ACK] Seq=1.|
9 0.018891  63.245.197.57 192.168.1.116 TCP 60 443 > 49823 [ACK] Seq=l..| | 10 ©.919136 No Broadcast and no Multicast not broadcast and not multicast | |
10 ©.019136  192.168.1.116 63.245.197.57 SSLv2 1454 Encrypted Data 11 9.019747 No ARP not arp e ek |
11 0.019747  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass. 12 0.030297 IPv4 only ip [ACK] Seg=1.. |
12 ©.030297  63.245.197.57 192.168.1.116 TCP 60 443 » 49823 [ACK] Seq=l.| 13 0.030551 IPv4 address 192.0.2.1 host 192.0.2.1 PR —
13 2.030551  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. = 14 0 _nzn76n IPv6 only ip6 R SR R
14 _O_AATEA £2 _NAE 107 £ 100 169 1 116 TCnD CR_AAD AN9A2 _Fackl ¢ 1 ¥ Frame 1: 1454 by1 IPv6 address 2001:db8:1 host 2001:db8:1 3
Frame 1: 1454 bytes on wire (11632 bits), 1454 bytes captured (11632 bits) on interface @ Ethernet II, Src IPX only ipx 5:a2:47:48)
Ethernet II, Src: HewlettP_fb:66:f2 (b4:b5:2f:fb:66:f2), Dst: Ciscolnc_a2:47:48 (5@:3d:e5:a2:47:48) Internet Protocol |1CP only tep
Internet Protocol Version 4, Src: 192.168.1.116, Dst: 63.245.197.57 Transmission Cong |CCP only udp L 1, Len: 1400
Transmission Control Protocol, Src Port: 49823 (49823), Dst Port: 443 (443), Seq: 1, Ack: 1, Len: 1480 Secure Sockets La |1CP or UDP port 80 (HTTP) port 80
HTTP TCP port (80) tcp port http

< >
50 3d e5 a2 4

58 3d e5 a2 47 48 b4 bS 2f fb 66 f2 88 @8 45 @@  P=..GH.. /.f...E. A 85 a@ 72 71 4 - o

@5 a@ 72 71 40 00 30 96 @0 00 @ a8 @1 74 3f f5  ..rq@... ..... t2. €5 39 c2 9f @ :

c5 39 c2 9f 01 bb ab b4 ed 40 49 dc f1 05 50 18  .9...... .@I...P. 0@ fe f2 al ¢ [ox ]| concel Help
2230 @@ fe 2 al @8 8@ bd f@ 8d 17 bl 88 4d 26 30 36  ........ ....M206 el 6d cb 25 b
o040 el 6d cb 25 bc ee 3f 66 63 9a e8 05 @b 7 e5 de L, PR L A 10 cb 7c 62 9f d1 24 75 ab 85 19 43 50 30 6a b8 ..|b..%u ...CP@j.
[ 1o FesBl SRl n: o BRIR0 HA8:0a 05 i "‘ @ 7 wireshark_pcapng_1673..20160304205113_a08456|| Packets: 4216 * Displayed: 4216 (100.0%) * Dropped: 0 (0.0%) || Profile: Default

1 @ 7 wireshark_pcapng_1673..20160304205113_a08456|| Packets: 4216 - Displayed: 4216 (100.0%) - Dropped: 0 (0.0%) || Profile: Default
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M “Conedso locs - O
TR y s T s o A . ‘ *Conexdo local - O X
A m7® @ Q @& ST LS I=EHaqaH File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
mlADD!"f'&dISDIB*/' filter ... <Ctrl-/> ]Expression... + 4 = ® @ @ Options... otk =_AQaQqH
No. Time Source Destination Protocol Length Info [i [Appl-/ad\sp!av fiter ... 4 ‘ ot Gt '] Stk L
= 1 0.000000  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. | [MNo. Time ll Stop 2452 Protocol  Length Info o]
2 ©.009221  63.245.197.57 192.168.1.116 TCP 60 443 > 49823 [ACK] Seq=1..| E 1 0.000000 Restart Ctri+R  P7.57 Tcp 1454 [TCP segment of a reass.
3 9.8089221 A3 245 1G7 57 192 168 1 114 ICcp 60 A43 = AGRI3 [ACK] Seq=1.. | 2 0.009221 Capture Filters... 1.116 TCP 60 443 > 49823 [ACK] Seq=1..
4 9.009221 M Wireshark . Capture Filters ? X |[ACK] Seq=1...§ 3 ©.009221 Refrech Interfaces F5 1.116 TcP 6@ 443 > 49823 [ACK] Seq=1..|
5 9.809525 of a reass..| | 4 0.009221 1.116 TCP 6@ 443 > 49823 [ACK] Seq=1..!
6 0.010147 m— m— RO e 5 ©.009525  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. |
7 8.010767 b reass. = 6 0.010147  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. |
I Ethernet address 00:00:3:00:53:00 ether host 00:00:5:00:33:00 ; 7 ©.010767  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. |
Ethernet 0x0806 (ARP th to 0x0806 | 3 91 : 5.197.57 10 116 TCF b ACK 4#1] 443 -
9 0.018891 EELiype WARR) e _ [ack] seq=1..| | M 218891 63.245.197.5 2.168.1.1 : 56 | up ACK 4#1] 443 .. I
10 ©.019136 No Broadcast and no Multicast not broadcast and not multicast | | 9 ©.018891  63.245.197.57 192.168.1.116 TCP 60 443 > 49823 [ACK] Seq=1.
11 0.019747 No ARP not arp e e = 10 ©.019136  192.168.1.116 63.245.197.57 SSLv2 1454 Encrypted Data
12 6.030297 IPv4 only ip [ACK] Seq=l..| | 11 0.019747 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
13 9.030551 IPv4 address 192.0.2.1 host 192.0.2.1 of 5 rease. = 12 9.8308297 63.245.197.57 192.168.1.116 TCP 6@ 443 > 49823 [ACK] Seq=1l..|
A IPv6 only ip6 T — v 13 ©.036551  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. ==
Frame 1: 1454 by1 |PV63ddTESS 2001.db8"1 h05t2001.db8..1 3— 1A 0 _AATED L2 _N4AC 1072 £ 100 169 1 114 TCOD L AAD ANR22 [ACK] Coaned
Etherne; II. Src IPX only ipx S :22:47:48) Frame 1: 1454 bytes on wire (11632 bits), 1454 bytes captured (11632 bits) on interface @
Internet Pr;toco] TCP only tep “ Ethernet II, Src: HewlettP_fb:66:f2 (b4:b5:2f:fb:66:f2), Dst: CiscoInc_a2:47:48 (50:3d:e5:a2:47:48)
T S Cord UDP only udp B 1. Len: 1400 Internet Protocol Version 4, Src: 192.168.1.116, Dst: 63.245.197.57
S:::rs'zl_j:)zzztso:i TCP or UDP port 80 (HTTP) port 80 g e Transmission Control Protocol, Src Port: 49823 (49823), Dst Port: 443 (443), Seq: 1, Ack: 1, Len: 1400
HTTP TCP port (80) tcp port http Secure Sockets Layer
No ARP and no DNS not arp and port not 53
Non-HT TP and non-SMTP to/from www.wireshark.org not port 80 and not port 25 and h
Host Alvo thost 192,168.1.116
< >
56 3d e5 a2 4 A 50 3d e5 a2 47 48 b4 b5 2f fb 66 f2 88 @@ 45 @@ P=..GH.. /.f...E. PS
05 a@ 72 71 4 + = | |H | 85 a@ 72 71 40 00 80 ©6 ©0 80 cO ad 01 74 3f f5 ..rg@... ..... £2:
€5 39 c2 9f @ c5 39 c2 9f @1 bb ab b4 ed 46 49 dc f1 @5 50 16  .9...... .@I...P.
00 fe f2 al @ |I] Cancel Help @0 fe f2 al @0 00 bd f@ 8d 17 bl @8 4d 26 36 36 ........ ...M206
2 el 6d cb 25 H el 6d cb 25 bc ee 3f 66 63 9a e8 85 @b 7 e5 de W W) ) N
- @ 10 cb 7c 62 9f d1 24 75 ab 85 19 43 50 3@ 6a b8 ..|b..%u ...CP@j. v 18 cb 7c 62 9f d1 24 75 ab 85 19 43 50 38 6a b8 ..|b..%u ...CP@j. Ve

@ 7 wireshark_pcapng_1673...20160304205113_a08456|| Packets: 4216 * Displayed: 4216 (100.0%) - Dropped: 0 (0.0%) || Profile: Default

1 @ 7 wireshark _pcapng_.

1673..20 160304205113_3084561}' Packets: 4216 - Displayed: 4216 (100.0%) * Dropped: 0 (0.0%) ‘ Profile: Default
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QA

> Q Pesquisar

.9183891

90
10 ©.019136 192.168.1.
11 0.019747 192.168.1.
12 ©.830297 63.245.197
13 @.830e551 192.168.1.
14 0O Q207760 L2 _NAE 1072

400 169 4 A&

63.245.197 ==

Frame 1: 1454 bytes on wire
Ethernet II, Src: HewlettP_f
Internet Protocol Version 4,
Transmission Control Protocd
Secure Sockets Layer

5@
25
c5
oe
el
10

e5
72
c2
f2
cb
7c

a2 47 48
71 40 @0
9f @1 bb
al 00 oe
25 bc ee
62 9f di

b4 bs
80 06
ab b4
bd fo
3f 66
24 75

@ 7 wireshark _pcapng_1673...20160.

neg

M Wireshark . Capture Interfaces

Input Output Options

Interface Tr
Conexdo de Rede Bluetooth
Conexdo de Rede sem Fio
Conexdo local
Conexdo Local* 2
Conexdo Local* 4

Enable promiscuous mode on all inte

Capture filter for selected interfaces: |

wB O 3 #

Save this filter

Manage Capture Filters

Ethernet address 00:00:5e:00:53:00: ether host 00:00:5e:00:53:00
Ethernet type 0x0806 (ARP): ether proto 0x0806

No Broadcast and no Multicast: not broadcast and not multicast
No ARP: not arp

IPv4 only: ip

IPv4 address 192.0.2.1: host 192.0.2.1

IPv6 only: ip6

IPv6 address 2001:db8::1: host 2001:db8::1

IPX only: ipx

TCP only: tcp

UDP only: udp

TCP or UDP port 80 (HTTP): port 80

HTTP TCP port (80): tcp port http

No ARP and no DNS: not arp and port not 53

Non-HTTP and non-SMTP to/from www.wireshark.org: not port 80 and not port 25 and host www.wireshark.org
Host Alvo: host 192.168.1.116

[_. |Appl-/ a display filter ... <Ctrl-/> '] Expression... +
No. Time Source Destination Protocol Length Info
- 1 0.000000  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.
2 ©.089221  63.245.197.57 192.168.1.116 TCP 60 443 > 49823 [ACK] Seg=l..
3 0.089221  63.245.197.57 192.168.1.116 TCP 60 443 > 49823 [ACK] Seg=1. |
4 0.009221  63.245.197.57 192.168.1.116 TCP 60 443 » 49823 [ACK] Seq=L.|
5 ©.089525 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. |
6 0.010147  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.| )
7 ©.010767  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. |el€ncecanbe found in the expression section of the
. O = -~ — - e - - == TCP Dup AC 459 43

Interfaces...

[Emt&r a capture filter .. >

Close

Compile BPFs

Help

—
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|

| 72 — O
|4 : < 2 ;s E(Q Pesquisar
amce BMREB Ie= sEEaaqaHd
[“ IF«DD\V‘ a display filter ... <Ctrl-/> 'J Expression... +
No. Time Source Destination Protocol Length Info A
= 1 ©.000000 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. L
2 9.009221 63.245.197.57 192.168.1.116 TCP 60 443 > 49823 [ACK] Seq=1..
3 0.009221 63.245.197.57 192.168.1.116 TCP 60 443 > 49823 [ACK] Seq=1l..|
4 9.0089221 63.245.197.57 192.168.1.116 TCP 60 443 > 49823 [ACK] Seq=1...§
5 ©.80e9525 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. -
6 9.010147 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..|
7 0.016767  192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..| [erence canbe found in the expression section of the
I 9 0.018891 63.245.197 == DA s aemee 40922 fockl < 2
10 0.019136 192.163.1.] M Wireshark - Capture Interfaces ? X
11 ©.919747  192.168.1.
12 ©.030297 63.245.197| Input Output  Options
13 ©.0830551 192.168.1.
S i Interface Traffic Link-layer Header Promiscuous Snaplen | Buffer (MB) Capture Filter
Frame 1: 1454 bytes on wire Conexdo de Rede Bluetooth Ethernet enabled default 2
Ethernet II, Src: HewlettP_f Conexdo de Rede sem Fio Ethernet enabled default 2
Internet Protocol Version 43 Conexdo local Ethernet enabled default 2 host 192.162.1.116
Transmission Control Protocg Conexdo Local* 2 Ethernet enabled default 2
Secure Sockets Layer Conexdo Local* 4 Ethernet enabled default 2
50 3d e5 a2 47 48 b4 bS
@5 ad 72 71 40 00 80 06
c5 39 c2 9f 01 bb ab b4
80 fe f2 al 00 @0 bd fe
el 6d cb 25 bc ee 3f 66
10 cb 7c 62 9f d1 24 75
Enable promiscuous mode on all interfaces Manage Interfaces...
@ 7 wireshark_pcapng_1673...20160
‘ ' | Capture filter for selected interfaces: | | host 192.168.1.116] Compile BPFs

neg

Close

Hep |




Filtros: Captura
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M “Conexdo local (host 192.168.1.116) — O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A0 IDRB Res=FTIEEQaaan

[i lApplv a display filter ... <Ctrl-/> '] Expression... +

No. Time Source Destination Protocol Length Info A
4170 15.359360 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..|
4171 15.370276  63.245.197.57 192.168.1.116 TCP 6@ 443 > 49823 [ACK] Seq=l..
4172 15.370758 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.
4173 15.377985  63.245.197.57 192.168.1.116 TCP 60 443 -+ 49823 [ACK] Seqg=l..
4174 15.378336 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.
4175 15.385@4@  63.245.197.57 192.168.1.116 TCP 60 443 - 49823 [ACK] Seq=1.. s
4176 15.385041 63.245.197.57 192.168.1.116 TCP 60 443 » 493823 [ACK] Seq=1m:
4177 15.385528 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. |
4178 15.386391 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
4179 15.390616 63.245.197.57 192.168.1.116 TCP 6@ 443 > 49823 [ACK] Seq=1l..
4180 15.391090 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. |
4181 15.391443  63.245.197.57 192.168.1.116 TCP 6@ 443 - 493823 [ACK] Seq=1m§
4182 15.392@94 192.168.1.116 63.245.197.57 SSLv2 1454 Encrypted Data
ANQ2 2K _AQCAKD L2 24K 1077 K2 102 169 1 114 TCO L _AAD ANS722 [ACK] S ool ¥

Frame 1: 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface @

Ethernet II, Src: CiscoInc_a2:47:48 (50:3d:e5:a2:47:48), Dst: HewlettP_fb:66:f2 (b4:b5:2f:fb:66:f2)
Internet Protocol Version 4, Src: 63.245.197.57, Dst: 192.168.1.116

Transmission Control Protocol, Src Port: 443 (443), Dst Port: 49823 (49823), Seq: 1, Ack: 1, Len: @

e5 a2 47 438 @38 ee 45 o0 ../.f.P= ..GH..E.
85 1f 3f f5 c5 39 c@ a8 GBI SE 2adEsPai
€9 43 cc 2b 36 54 50 10 Lol I JC.46TP.
20 20 20 20 TV

.
@ 7 wireshark_pcapng_16738942-2CEE . 4B5E980C_20160304214306_a0651|| Packets: 4395 * Displayed: 4395 (100.0%) || Profile: Default




Outras Funcionalidades Interessantes
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M 10.3. Packet colorization X [&) LOGIN | PORTAL ABCP X EE

€« @ www.abcp.org.br/cms/login/ c ¥ | v  Q Pesquisar w B8 &

N —
@) c [ L — | |
$ Cimentos = —

Sanformas 2015

Quem somos | Associados | Sites recomendados | Fale conosco | Newsletter | Cadastro | Login -" Selecione o idioma vI

BASICO
SOBRE CIMENTO

Associagio
Brasileira de |
Cimento Portland

’ LABORATORIOS ’ SDEALgaAUDADE ' SUSTENTABILIDADE ‘ CURSOS a EVENTOS  PUBLICACOES a IMPRENSA = PARCEIROS DOWNLOADS HOME

Digite seu email e senha para baixar arquivos e alterar os seus dados. IABMAS 201 6

Dados de login

Email

| falso@falso.br ‘

20 A 22 DE JUNHO 2016

Senha

Abrace esta causa.
e Visite nosso site.

enviar ’,’www moradiadigna.org.br

= Ainda nédo é cadastrado? Cadastre-se aqui Mapa da Cadeia
' ’ Produtiva da Construcéo

‘ LA LI LL L) ‘

« Esqueceu a senha?




unicARIoCAEDY

Centro Universitario

Outras Funcionalidades Interessantes

M *Conexdo local - O X M “Conexio local = O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am:@ EMREBRe=>ZR I E=EQRAQAQH Am7® PRERes=T IEEaqaaQa
[i I»i\pplw' a display filter ... <Ctrl-/> 3 ~|Expression.. + [i IAppi'y a display filter ... <Ctrl-/> =0 ~|Expression.. +
|Packetbytes ¥ Narrow & Wide v | [ case sensitive String [POST I I Find l Cancel Packetbytes Narrow & Wide v | [ case sensitive String |POSI' l I Find I | Cancel
No. Time Source Destination Protocol Length Info A | No. Time Source Destination Protocol Length Info Ras
2110 7.70826738 192.168.1.116 63.245.197.57 SSLv2 1454 Encrypted Data 2296 8.354249 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass...
2111 7.711170 63.245.197.57 192.168.1.116 TCP 60 443 - 49823 [ACK] Seq=l.. 2291 8.356519 63.245.197.57 192.168.1.116 TCP 60 443 » 49823 [ACK] Seqg=l.. (==
2112 7.711729 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. 2292 8.356745 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. ™™
2113 7.712673 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. ™ 2293 8.385045 63.245.197.57 192.168.1.116 TCP 60 443 - 49823 [ACK] Seg=l..|
2114 7.723290 63.245.197.57 192.168.1.116 TCP 60 443 » 49823 [ACK] Seq=l.. 2294 8.385353 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..
2115 7.724838 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.| 2295 8.385877 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.
2116 7.724992 192.168.1.116 63.245.197.57 SSLv2 1454 Encrypted Data 2296 8.387658 192.168.1.116 187.45.195.15 TCP 66 50580 > 8@ [SYN] Seq=@
2117 7.736160 63.245.197.57 192.168.1.116 TCP 66 443 - 49823 [ACK] Seq=l..| 2297 8.403092 187.45.195.15 192.168.1.116 TCP 66 8@ » 50580 [SYN, ACK] S..
2118 7.736162 63.245.197.57 192.168.1.116 TCP 6@ 443 - 49823 [ACK] Seg=1.. 2298 8.4038256 192.168.1.116 187.45.195.15 TCP 54 50580 » 80 [ACK] Seq=1 ..|
2119 7.736816 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. | | 2299 8.409110 63.245.197.57 192.168.1.116 TCP 60 443 - 49323 [ACK] Seq=1...3
2120 7.737780 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. ! l 2300 8.413611 192.168.1.116 187.45.195.15 HTTP 1877 POST /cms/wp-content/th..
2121 7.73R8718 192.16R.1.11A A3.245.197.57 Tcp 1454 [TCP <esment of a reass<.. || 2381 R.414743 192 _168.1.114 A3.7245.197.57 <SS v2 1454 Fncrunted Data ¥
< > < >
Frame 2111: 6@ bytes on wire (480 bits), 6@ bytes captured (4828 bits) on interface @ Frame 2380: 1877 bytes on wire (8616 bits), 1877 bytes captured (8616 bits) on interface @ A
Ethernet II, Src: Ciscolnc_a2:47:48 (5@0:3d:e5:a2:47:48), Dst: HewlettP_fb:66:f2 (b4:b5:2f:fb:66:72) Ethernet II, Src: HewlettP fb:66:f2 (b4:b5:2f:fb:66:f2), Dst: CiscoInc_a2:47:48 (5@:3d:e5:a2:47:48)
Internet Protocol Version 4, Src: 63.245.197.57, Dst: 192.168.1.116 Internet Protocol Version 4, Src: 192.168.1.116, Dst: 187.45.195.15
Transmission Control Protocol, Src Port: 443 (443), Dst Port: 49823 (49823), Seq: 1, Ack: 1472578, Len: Transmission Control Protocol, Src Port: 50580 (50580), Dst Port: 80 (80), Seq: 1, Ack: 1, Len: 1023
v Hypertext ‘Transfer Protocol - - - -
POS Icnslup-contentlthenes/abcplactive-page.php!cmpoM@euaﬂk[objectﬂOHﬂlInputﬂeuentj&au
[Expert Info (Chat/Sequence): POST /cms/wp-content/themes/abcp/active-page.php?campos¥20@=%20ema:
Request Method: POST
Request URI: /cms/wp-content/themes/abcp/active-page.php?campos¥2@=%20email2=[object®20HTMLInpul \,
< >« >
b4 bs 2f fb 66 f2 56 3d e5 a2 47 48 03 00 45 60 ../.f.P= ..GH..E. 2032 01 01 T3 24 00 00 LI ey 20 2f 63 6d 73 2F ..5. .50 /cms/ A
2@ 28 b7 de @0 @0 f3 @6 48 a6 3f f5 c5 39 c@ a8  .(...... H.?..9 2040 77 7@ 2d 63 6F 6e 74 65 6e 74 2f 74 68 65 6d 65 wp-conte nt/theme
@1 74 01 bb c2 9f 49 dc f1 @5 ab cb 65 81 56 1@ .t....I. ....e.P. @250 73 2f 61 62 63 70 2f 61 63 74 69 76 65 2d 7@ 61  s/abcp/a ctive-pa
81 37 d6 c3 00 @0 00 00 20 20 20 20 ATEERE 67 65 2e 70 68 70 3f 63 61 6d 7@ 6f 73 25 32 3@  ge.php?c ampos¥20
3d 25 32 3@ 65 6d 61 69 6¢c 32 3d S5b 6f 62 6a 65 =%20emai 12=[obje
63 74 25 32 30 48 54 4d 4c 49 6e 78 75 74 45 6¢C ct¥20HTM LInputEl v

@ 7 wireshark_pcapng_16738942-2CEE.. 485E980C_20160304205113_a0845!| Packets: 4216 - Displayed: 4216 (100.0%) || Profile: Default

0 7 HP Request Method (http.request.method), 4 bytes

|| Packets: 4216 - Displayed: 4216 (100.0%) || Profile: Default
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M *Conexio local = O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm 20 1 BRERec=TsIEEQaan
[_IlAppl-/admpia;; filter ... <Ctrl-/> (3 ~|Expression.. +
|Packetbytes ¥ |Narrow & Wide ¥ | [[] Case sensitive String v IPOST Find I Cancel
No. Time Source Destination Protocol  Length ek
2290 8.354249 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass..|
2291 8.356519 63.245.197.57 192.168.1.116 TCP 60 443 > 49823 [ACK] Seg=1.. —
2292 8.356745 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. ™™
2293 8.385045 63.245.197.57 192.168.1.116 TCP 60 443 > 49823 [ACK] Seg=1..|
2294 8.385353 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. |
2295 8.385877 192.168.1.116 63.245.197.57 TCP 1454 [TCP segment of a reass.. |
— 2296 8.387658 192.168.1.116 187.45.195.15 TCP 66 50580 » 80 [SYN] Seq=0
2297 8.488092 187.45.195.15 192.168.1.116 TCP 66 80 » 50580 [SYN, ACK] S..|
2298 8.488256 192.168.1.116 187.45.195.15 TCP 54 50580 » 80 [ACK] Seq=1
1 2299 8.409110 63.245.197.57 192.168.1.116 TCP 60 443 > 49823 [ACK] Seq=L..|
' 23080 8.413611 N e i iy g s s HTTP 1077 POST /cms/wp-content/th.. !
i 2301 R.414243 Mark/Unmark Packet Ctrl+M SSIv? 1454 Fncrvnted Data b
< : >
Ignore/Unignore Packet Ctrl+D
Frame 2300: 10 Set/Unset Time Reference CtrlsT captured.(8616 bits) on interface @ A
Ethernet II, Si . . . » Dst: CiscoInc_a2:47:48 (50:3d:e5:a2:47:48)
Internet Proto e Shifke. CulrShift+ T Ya5 45 195,15
» Transmission C Packet Comment...
v -/ .,' Edit Resolved Name
Expert 1] At Filt .
Request P S A
Request L Prepare a Filter » lage.php?campos¥28=%20email2=[object¥2@HTMLINnpui \,
< Conversation Filter 4 >
2030 o1 01 3 2¢ Colorize Conversation » | 5. . /cms/ A
ee4e 77 70 2d 6: SCTP » |wp-conte nt/theme
73 2f 61 6. miabcnin ~ddin ng
67 65 2e 7¢ Follow y TCP Stream B
3d 25 32 3¢ 3
p 3
63 74 25 3 Copy > UDP Stream 1 .

6 i HTTP Reques

Protocol Preferences

Decode As...

Show Packet in New Window

SSL Stream

ayed: 4216 (100.0%) || Profile: Default

Outras Funcionalidades Interessantes

‘ Wireshark . Follow TCP Stream (tcp.stream eq 7) - wireshark_p... — O X

POST /cms/wp-content/themes/abcp/active-page.php?campos¥20= A
%20email2=[object
%2@HTMLInputElement]&act=login&email=falso@falso.br&senha=falsof
also HTTP/1.1

Host: www.abcp.org.br

User-Agent: Mozilla/5.0 (Windows NT 18.0; WOW64; rv:43.8) Gecko/
20100101 Firefox/43.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/
*;0=0.8

Accept-Language: pt-BR,pt;q=0.8,en-U5;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://www.abcp.org.br/cms/login/

Content-Length: 89

Content-Type: text/plain; charset=UTF-8

Cookie:
wpsc_customer_cookie_114f3da@4c4fca®d74727984ae650c43=9126%7C145
7388165%7Cee2b6f79503d4bbec34a323f2dad2fcc;
PHPSESSID=218h4317ub4fi69imhftc560f1;
__utma=37579584.20845452273.1457135346.1457135346.1457135346.1;
__utmb=37579504.2.10.1457135346; _ utmc=37579504;
__utmz=375795084.1457135346.1.1.utmcsr=google |utmccn=(organic) |
utmcmd=organic|utmctr=(not¥2@provided); _ utmt=1

Connection: keep-alive

campos = email2=[object
HTMLInputElement]&act=login&email=falso@falso.br&senha=falsofals
oHTTP/1.1 200 OK

Date: Fri, 04 Mar 2016 23:51:19 GMT

Server: Apache

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-
check=@, pre-check=0

Pragma: no-cache

Content-Length: 35 v
1 client pkts), 1 server pky(s). 1 trn(s).
\Entire conversation (1346 bytes) v | Show data as | ASCII v | Stream |7 5
Find: | | [ Findnext |
jHlde this stream Print Save as... 7 Close Help ‘
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Outras funcoes importantes

» Abrir arquivos de capturas

» Armazenar capturas
4 Inteiras
+ Filtradas

®» Verificar estatisticas, caracteristicas do trafego, etc.



